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Executive Summary
The demonstration of the CRF pilot can be divided in two different types of actions, one
concerning the Smart Factory scenario, taking into account the monitoring of Automated
Guided Vehicles (AGV) in the CRF Melfi Campus, and one for the Inbound Logistics, based
on an application related to the shipment of containers to the production plant.
In the vehicle manufacturing of the company Stellantis, lots of AGVs are utilized in the
Assembly process, since they allow to transport many different parts and tools that need to be
mounted on the vehicle or that are useful to perform some operations. So, it is very important
to maintain them at the best possible conditions, monitoring them through the usage of sensor
systems that allow to retrieve possible anomalies that can affect the AGVs’ functionalities.
Another important aspect concerns the Inbound Logistics, where the monitoring of the
parameters of the transported materials is needed to manage more efficiently the whole Supply
Chain. In fact, the systems existing previously didn’t include any analysis of the data, so
anomalies couldn’t be identified.
The solution provided by the C4IIoT project addresses the need for understanding and
managing, even in advance, possible failures in the IoT devices installed both on the AGV of
the Assembly plant and on the containers of the Inbound Logistics, thanks to the monitoring,
notification and mitigation of potential threats.
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1 Introduction
This deliverable describes the execution of the two demonstrators in the Automotive pilot,
allowing to validate the solution in a real-world environment, as result of WP5 activities. In the
context of this Work Package, after CRF defined in detail the C4IIoT’s demonstration protocol
(e.g. testing use cases, actors to perform the tests), as already described in D5.1[1] , CRF has
ensured the smooth deployment and execution of C4IIoT real-world demonstrators. In fact, the
technical implementation of the trials has allowed to set-up the demonstrators in the Smart
Factory and Logistics4.0 scenarios, so that CRF tested the solution as end-user, while the
C4IIoT’s community has validated C4IIoT against its objectives.

1.1 Purpose and Scope
The main objective of the deliverable is to describe the demonstration execution, by providing
a detailed description of the two scenarios, including the description of the architecture of
components involved and their functionalities. Moreover, the framework deployment and
evaluation of the C4IIoT solution are also included in the second part of the document.

1.2

Relation to other Work Packages

This deliverable is the outcome of the work carried out within WP5 but the results described
are strictly linked to the output of other Work packages. First of all, the WP1 has been the
starting point of the whole demonstration activities, where requirements of the industry
environment have been defined and execution plans for demonstrators and evaluations have
been defined. Moreover, the architecture components have been all developed and tested
individually within WP4, before the system integration that has allowed to realize the overall
C4IIoT architecture.
Finally, this document collects feedbacks generated by the end-users and these activities are
strongly connected with the exploitation and potential commercialization activities of the
project (WP6). In the context of WP6, an Info Day will be organized in M36 of the project to
present WP5 results and attract potential customers.

1.3

Contribution to WP and Project objectives

As already mentioned, the document describes the demonstrators’ implementation and
execution. It allows to achieve the objective of validating and evaluating the overall project
architecture from the point of view of the end-users.

1.4

Structure of the Document

This first chapter of the document introduces the contents and scope of the deliverable with
respect to the project objectives. Then, Chapter 2 includes the description of the demonstrators’
execution. Here, the pilot scenarios are presented, including the scenario description and the
components architecture involved and their functionality in the scenario presented. Then, in
the third chapter, the framework deployment and evaluation are presented, including the
execution of the iterative operational trials and the collection and analysis of outputs from real-

C4IIoT

- 11 -

March 25, 2022

C4IIOT D5.2

SU-ICT-2018/№ 833828

life industrial demonstrators. After the conclusion chapter and references, the updated
architecture is presented.
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2 Demonstration execution
In this chapter, the deployment of the demonstrators in the two pilot scenarios is described.
Firstly, the Smart factory scenario is presented, then the Logistics4.0 scenario follows.
The implementation of architecture components’ functionalities that have been utilized in the
pilot has followed the indications described in the document “Validation of requirements”. This
document enriched the D1.2[2], providing the results of the requirements validation, by mean
of questionnaires that have been submitted to external stakeholders, allowing to provide
feedback on the initial requirements elicitated in D1.2[2] by the CRF, as project internal enduser, and enriching and improving them in order to reflect in general the industry needs.

2.1

Real-life industrial pilot

The Smart Factory demonstrator has been deployed in the CRF Campus Melfi, located inside
the Stellantis plant in Melfi. The Campus Melfi is a facility used for small production lots, tests
and technological prototypes.
The models for the Smart Factory pilot were implemented in time, while the testing and
integration were completed in a second step, with some delay with respect to the initial planning
as from the GA. The issue arises because of limited access to Campus Melfi factory, due to
Covid-19 restrictions, that have been activated since March 2020 and are still active.
The Logistics4.0 has focussed on Inbound Logistics shipment from a supplier plant in Hungary
to the Italian production plant in Mirafiori, located in Torino.
In the following sections, the technical implementation and results are described, including the
data relevant for the C4IIoT modules to represent and optimise the effective characteristics of
the manufacturing and logistics processes.
2.1.1

Smart Factory architecture

The Smart Factory scenario utilizes the three different architectural levels of the C4IIoT
platform, namely the edge, the field gateway and the cloud. They are listed as follows, including
a brief description and the components they include.
The Smart Factory Edge evaluates the data produced by the Automated Guided Vehicles
(AGVs) on the Raspberry Pis which have the following components:
•
•
•

Raspberry Pis equipped with Infineon Optiga Trust M and TPM
BACSPY
DAC

The data are evaluated on the Raspberry Pi by the BACS instance running on it, and using DAC
they are encrypted and their hash is added on the blockchain element. Then they are sent on
Kafka component of DFB on Field Gateway.
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Figure 2-1 – Edge node structure

The Smart Factory Field Gateway which is a single computer within the factory premises,
hosting the following C4IIoT components:
•
•
•
•
•
•

MEDICI
DISCO (SDN Controller)
DFB (Kafka, DFB Admin)
BACSPY (Intermediate)
DAC
Network Traffic Analysis module

The data from the edge on DFB, are either sent to the cloud if their evaluation on the edge has
high confidence, or to MEDICI if the confidence is below 75%. MEDICI using the DFB again
sends them either to BACS on this layer or to the BACS instance on the Cloud. BACS on the
field gateway layer is using DAC to decrypt the data before re-evaluating them. Additionally,
the network traffic on this layer is monitored by the Traffic Analysis module, which reports
attacks when they are detected and DISCO can alter the software defined part of the factory
network, by filtering or banning packets for specific IPs or limit the allowed rate.
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Figure 2-2 – Field Gateway

The Cloud layer consists of two servers (“C4IIoT1” and “C4IIoT2”), that are common in both
use cases, namely the Smart Factory and the Logistics. It contains the following C4IIoT
components:
•
•
•
•
•
•
•
•
•

Cloud Orchestration
Certificate Authority
Docker repository
BACSPY (Advanced)
DAC
DFB (Kafka, DFB Admin, Kafka-Elasticsearch connector, Elasticsearch)
SAM
CARMAS
AVT

The Cloud Orchestration contains most of the Cloud modules of C4IIoT, excluding the Docker
repository, the certificate authority and some components of DAC. The Certificate Authority is
used to sign the certificates for all components of C4IIoT which require them and the Docker
repository hosts and performs vulnerability analysis on the Docker images used for the
framework, BACSPY is performing evaluation on the edge data when requested from Field
Gateway's MEDICI and DAC is both used for the decryption of data and the verification of the
hashes before and after storage. SAM performs monitoring and assessment of assets, CARMAS
decides the appropriate mitigation action for attacks and DFB is used to transfer and store that
data. The AVT is the main interface of the platform, where the user can see the data produced
and reported by most of C4IIoT's framework's components. The Data flow and the deployment
environment modules which participate in the Smart Factory use case are presented in detail in
Chapters 3,4 and 5 of D4.3[3].
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Figure 2-3 – Cloud layer

2.1.1.1 Hardware Security Modules (IFAG)
Smart Factory edge nodes are equipped with different Hardware Security Modules (HSMs).
Infineon OPTIGATM TPM2.0 is a kind of HSM in which are gathered different mechanisms not
supported by common HSMs. The main functionality performed by the TPM2.0 in the edge
node is the storage of the keys used in the blockchain network deployed in the upper layers.
Furthermore, signed operations, performed by transactions carried out on the blockchain
network, are carried out in the TPM2.0.
In terms of HSMs used in the factory, with the involvement of a user (e.g. the plant operator)
two HSMs are installed. The Infineon smart card blockchain2go and the Infineon OPTIGATM
Trust M USB Dongle ensure that no operator can modify the firmware without permission, or
read or change parameters in the Smart factory edge nodes. This adds another layer of security,
in which prevention of malicious manipulation of the nodes is targeted. To achieve this, a NFC
interface is used in the case of the smart cards. The user can identify himself, through NFC
communication, with a unique private key securely stored in the secure element contained in
the card. Smart card blockchain2go supports the creation and storage of up to 255 private/public
key pairs. Loading and storage of a key is carried out in an encrypted form and signature
generation and user authentication is done using optional PIN feature. In addition, the Infineon
USB Dongle Trust M is used in order to get authentication through USB interface.
All the HSMs described above have been implemented using a Raspberry Pi (RPI) as a main
board where all these devices have been connected. The interfaces used in the communication
between the devices and the main board are SPI in the case of the TPM, NFC in the case of
Blockchain2go and USB in the case of the Trust M. Infineon OPTIGATM TPM2.0 is fully
compliant with the Trusted Computing Group specification. This means that the software that
has been implemented in the RPI follows these specifications as well as other defined standards
such as PKCS#11. Blockchain2go and USB Dongle Trust M have been implemented using the
corresponding libraries. In the case of the smart card, Python libraries have been used for
communication with the device. In the case of the Trust M, an API in C has been developed as
well as in Python.
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All the HSMs have been tested depending on the required functionalities. In the case of the
TPM, the integration between Hyper Ledger Fabric and the HSM has proved successful. With
this integration the PKCS#11 interface has been tested focusing on the key generation, key
storage and signature functionalities. In the case of the remaining two HSMs (Blockchain2go
and USB Dongle Trust M) the dedicated functions in the corresponding API of each device
have been appropriately tested.
Software alone is not enough to protect embedded systems as it can be read, copied and
distributed with relative ease. Secured hardware is needed to reliably store data and software
code, detect manipulation and encrypt data for safe storage and processing. A hardware-based
root of trust that renders embedded software trustworthy must be established. Thus, HSMs
protect against physical attacks such as vandalism, sabotage and theft, and other attacks more
elaborated like probing and timing attacks. Furthermore, the fact that the keys are stored in the
HSMs and can never be extracted prevents malicious manipulation, as well as attacks on
hardware and software.

2.1.1.2 MEDICI (UoG)
The purpose of UOG’s Multi-critEria DecIsion support meChanism for IoT offloading
(MEDICI) is to provide security-aware dynamic offloading of anomaly detection tasks for
UNSPMF’s BACS component within the C4IIoT environment. More specifically, MEDICI is
to be deployed at the Field Gateway (FG) layer and received anomaly detection tasks from
BACS edge modules with low confidence. Upon receiving these requests, MEDICI will
dynamically decide whether an intermediate complexity BACS model located at the FG layer,
or an advanced complexity BACS model located at the Cloud layer (see Section 5 in D3.3[4]
for further details) should be triggered.
To perform this selection process of available BACS modules located at the FG and Cloud
layers, MEDICI utilises recent historic execution information (e.g., model inference time) as
well as current network information (e.g., round trip latency). Execution information is reported
back to MEDICI from a BACS module which successfully processes an offloaded anomaly
detection task. Occasionally, MEDICI will send dummy anomaly detection tasks to BACS
modules which haven’t been recently selected to allow MEDICI to maintain fresh and accurate
execution information for every available offloading destination. Furthermore, MEDICI Agent
services are deployed alongside each BACS module are used by MEDICI to gather real-time
network information. This combination of execution and network information of all available
BACS modules in the C4IIoT environment allows MEDICI to make a more informed decision.
Below Figure 2-4 showcases the Kafka communications that occur between MEDICI and the
BACS models. On the left, the Edge Anomaly Detection (AD) will either send the outcome of
its model along with any task information to either MEDICI or to cloud storage if confidence
in performing the AD is low or high respectively. When a task is forwarded to MEDICI for
further investigation, it will decide which AD module located in the FG or cloud layers is best
suited to perform the task. Then, once either FG AD or Cloud AD models have executed the
task depending on MEDICIs decision, the outcome is sent to cloud storage while any relevant
execution information is reported back to MEDICI. Furthermore, Figure 2-4 also highlights
how MEDICI communicates with its Agent services located along side each BACS module
(represented by the dashed line) for collecting latency information.
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Figure 2-4 – MEDICI communications through Kafka

Experimental Procedure
To evaluate the performance of MEDICI, we compare it to a hierarchical anomaly detection
approach to showcase that MEDICI is not only capable of selecting the most suitable anomaly
detection model resulting in similar performance but is able to speed up the process of correctly
identifying anomalies, i.e., reduce the detection time of potential anomalies.
Figure 2-5 illustrates the workflow of the hierarchical anomaly detection approach, in which,
when a model as low confidence in whether the presented sample is anomalous or not, it will
forward it to the next level of anomaly detection until the most advanced model is reached.
Moreover, BACS Edge which contains a lightweight anomaly detection algorithm will forward
a sample in which it has low confidence to BACS FG containing an intermediate anomaly
detection algorithm. From there, if the BACS FG model has low confidence in the sample, it
will then be forwarded to BACS Cloud which contains an advanced anomaly detection
algorithm to perform the final analysis of the sample. During the process, when either the BACS
Edge or BACS FG have high confidence in the presented sample, the outcome is then submitted
to storage located in the cloud.
Figure 2-5 - Workflow without MEDICI
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Whereas Figure 2-6 highlights the workflow incorporating the MEDICI tool, here, when the
BACS Edge has low confidence in a presented sample, it will forward it to MEDICI rather than
BACS FG. From there, MEDICI will use it decision mechanism to select the model located at
either the FG or cloud layers which will result in high confidence whilst minimising the amount
of time required to process the sample. After MEDICI has selected the most appropriate
anomaly detection model, it will then offload the sample to that model which will then report
the outcome to cloud storage.
Figure 2-6 – Workflow incorporating MEDICI

2.1.1.3 Data Fusion Bus (ITML)
Data fusion bus is the component used mainly for the transportation of the data from the Field
Gateway to the Cloud. The data from the edge are written on a topic of DFB's Kafka on the
Field Gateway depending on whether they are sent to the Cloud or to MEDICI. MEDICI also
uses DFB to send the data which need re-evaluation to BACSPY on the Field Gateway or the
Cloud, and also send and receive data from its agents. On the Cloud there are DFB topics to
facilitate the communication between the AVT and BINSEC, AVT and SAM, and of course
the main topic where all data are gathered which is consumed by the AVT, SAM and the Kafka
to Elasticsearch connector (storage connector) which is part of the DFB. The available topics
are the following:
•
•
•

•
•
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ToMedici – used by the edge to send messages to MEDICI. This topic exists only on
the FG.
ToBACSFGF – used by MEDICI to send messages to BACS on the FG. This topic
exists only on the FG.
ToCloudStorage – used by the Edge, the BACS on the FG and the Cloud and the Traffic
Analysis Module to send messages to the Cloud. Messages on this topic are consumed
by the AVT, SAM, BACSCloud and the Storage Connector on the Cloud. This topic
exists both on the FG and the Cloud.
ToMediciAgentF – used by MEDICI to communicate with its agents accompanying
BACS on the FG and the Cloud. This topic exists both on the FG and the Cloud.
FromMediciAgentF – used by MEDICI to receive messages from its agents on the FG
and the Cloud. This topic exists both on the FG and the Cloud.
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•

ToBACSCloudF1 – used by MEDICI to send messages to BACS Cloud. This topic
exists both on the FG and the Cloud.
• AVTtoBINSEC – used by the AVT to initiate a BINSEC analysis. This topic exists only
on the Cloud.
• BINSECtoAVT – used by BINSEC to send its results to the AVT. This topic exists only
on the Cloud.
• SAMtoAVT – used by SAM to send enriched messages about attacks to the AVT. This
topic which exists only on the Cloud is also consumed by the StorageConnector.
Topics which exist on both layers are replicated with direction from the FG to the Cloud, with
the exception of FromMediciAgentF, which is replicated vice versa. All topics can be accessed
only by authenticated users, who are verified through a certificate issued by the C4IIoT's CA,
and only allows each user (module) to access the topics required by it. Kafka on both layers is
secured by the DFB Admin component. This component exposes an API, which through the
AVT can be used to restrict or allow access on the various topics to specific certificates, and
also offers information about the health of the topics. This allows the user of the AVT to
invalidate certificates which may have been compromised and give access to new certificates,
replacing the compromised ones.
The full version of DFB, including the Elasticsearch storage component and the Storage
connector, is only deployed on the Cloud layer. The storage connector, verifies the data
produced by the Edge against the information stored about them on the blockchain element of
DAC, reporting data manipulation events in case a mismatch. If the data are correct, they are
stored in Elasticsearch, where they can be access by the AVT in order to be displayed to the
users.
2.1.1.4 SDN controller (TSG)
The SDN controller consists of components that manage the network of the infrastructure. First
it implements the network fabric itself. It creates the network topology and allows for packets
to travel within the infrastructure at the level 2 and 3. Then the SDN controller can also
reprogram the network at runtime to apply a mitigation. The SDN controller is an enforcer. It
doesn’t decide a mitigation by itself, others C4IIoT components have this responsibility. In
particular, CARMAS is the component on top of the SDN controller which builds mitigation
plans for specific attacks. The SDN relies on a standard protocol called OpenFlow. The network
equipment support this protocol which permits the configuration of the data plane. The SDN
controller reads the mitigation plan from CARMAS and translates it into the corresponding
lower-level OpenFlow rules before pushing them inside the switches. The real deployment of
the SDN controller relative to the pilot is shown in the following Figure 2-7.
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Figure 2-7 - The SDN controller deployment
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The middle part of the figure shows the attempted factory deployment where 2 robots are
connected using wires to a network topology consisting of 2 switches. The switches are inter-
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connected, so data coming from the first robot in direction to the second robot has to travel
through the two switches.
The top of the Figure 2-7 displays the current physical deployment. In this part, the white cables
are meant for external connectivity (such as SSH access). The two Raspberry PIs in the upper
right corner act as the robots and are only connected with a sole wire (of yellow and blue colour
respectively).
The two Raspberry PI at the bottom left corner mimic the 2 network switches. Both of them
have 4 Ethernet USB dongles to provide multiple ports (as a “professional” equipment would
support). These two Raspberry PIs run OpenVSwitch which is a software implementation of a
network switch supporting the OpenFlow protocol.
Finally, the bottom of the Figure 2-7 depicts the functional view of the deployment with:
-

The 2 Raspberry PI (RΠ) for the applicative clients: one for the target and the other for
the attacker. In the current deployment, the target is an SSH server using OpenSSH.
This server allows for unsecured password authentication. The attacker is running
Hydra: a password bruteforce software which reads username and password from two
static files containing 10 million common entries each. The attack uses 4 parallel tasks.
- The 2 OVS switches linked together to form a topology.
- The low-level OpenFlow controller that controls and manages the OpenFlow rules
inside the switches.
- The higher-level SDN controller (DISCO) that provides a high-level REST API
describing mitigation actions relative to the network. Those actions are translated into
multiples OpenFlow rules. All generated rules are enacted by all the OVS switches,
meaning that their baseline flow tables are the same.
- CARMAS which decides to deploy a mitigation by using the previous REST API.
Moreover, some metrics are gathered from the OpenVSwitch internal states and are stored
inside a Prometheus database. They can be displayed in a Grafana dashboard.
The high level REST API exposes the following actions to CARMAS (by priority):
-

IP (L2) and MAC (L3) addresses ban: any packet with a source or destination matching
the addresses is dropped.
- Port filtering with optional IP: any packet (L3) with a matching port (and an optional
matching IP) is dropped.
- Rate limiting on addresses or flows: a Quality of Service (QoS) meter is applied on a
sole address (IP or MAC) or on a flow (a tuple of source and destination addresses). The
meter limits the matched traffic to a specified maximum threshold in Kbits/s. The
packets going outside this boundary are dropped.
When the C4IIoT Mitigation Engine decides on actions to mitigate an anomaly related to the
network, the SDN controller will enforce the mitigation at this level. Regarding the threats
identified in Table 2, a complete SDN controller can have an impact on:
-

C4IIoT

Nefarious activity: packets from DoS or brute force attacks can be dropped. Malware
activity can be reduced by closing their ports.
Eavesdropping activity: network discovery can be disabled and a SDN controller can
use OVS to put in place encrypted tunnels to protect against hijacking.
Theft: as the hardware need to be registered in the SDN controller, a missing part can
be detected.
Unintentional damages: the SDN controller maintains the internal state of the network
switches (flow tables) thanks to the OpenFlow controller. It regularly checks the state
to resynchronise it when it diverges.
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Failures: the SDN controller has metrics on network port usage. Threshold can be put
in place in a dashboard to display ports that became inactive, giving a hint of a failure.
Network outage: the SDN controller can adapt the flow table at the level 2 when an
outage occurs.

2.1.1.5 Decentralized Access Control (DAC) (IBM)
IBM’s Decentralized Access Control allows to control the access to data by various entities, to
enable auditability of various events and policies, and to verify the integrity of data items. The
Hyperledger Fabric (HLF) technology of permissioned ledger, and Attribute-Based Encryption
(ABE) are two key elements of this decentralized access control (DAC) solution. This solution
is part of the architecture of C4IIoT’s smart factory use-case.
DAC’s Blockchain features are important part of the C4IIoT stand against data manipulation
attacks, further described in deliverable D4.3[3] (chapters 5.4.3 and 5.5.1).
The figure below shows the architecture of DAC in the Smart Factory use-case.
Figure 2-8 – DAC architecture in the Smart Factory

In this use-case, HLF channel will be created consisting of HLF peers on both the cloud layer
and the field gateway, and HLF ordering node deployed on the cloud layer. HLF clients will be
deployed on the edge node and on the cloud, allowing C4IIoT components to offer transactions
to the HLF channel. HLF proxy will be deployed on the field gateway to allow transferring
transactions form the edge node to the HLF channel. In addition, ABE keys-issuing authority
will be deployed on the cloud, and ABE clients will be deployed on both the cloud layer and
the field gateway, allowing C4IIoT components to encrypt and decrypt data.
Detailed information about the DAC design, components, functionality, usage flow and
demonstration were provided in deliverables D3.3[4] (chapter 3) and D3.4[5] (chapter 5.1).
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As the Smart Factory execution environment is still in progress at the time of writing this
deliverable, the technical evaluation of the DAC in the Smart Factory use-case execution
environment will be performed after the end of the tests performed in the Campus Melfi plant
and will be included in D5.3.

2.1.1.6 CARMAS (UP1PS)
CARMAS accepts HTTP requests from the AVT which payload is a set of attack actions
suspected to be occurring in the factory network. The payload of its HTTP response is the set
of network reconfiguration mitigation actions that best mitigate these attack actions. The set of
the attack actions that it can reason about and the set of mitigation actions that it can propose
as output are specified as a REST API in the Open API standard.
Internally, its services are declaratively implemented by composing objects that encapsulate
automated reasoning rules. It is deployed as Docker image that stacks the CARMAS objects on
top of the Logtalk object-oriented logic programming interpreter, the SWI-HTTP serviceoriented logic programming library and the CLP(FD) constraint logic programming library. All
three are in turn stacked on top of the SWI-Prolog logic programming inference engine itself
stacked on top of Linux.
CARMAS was tested at two levels of abstractions. At the service-oriented level, end-to-end
black-box tests were specified and run by leveraging the Open API specification together with
the REST web service testing automation tool Insomnia. At the object-oriented level, whitebox tests were specified and run by leveraging Logtalk’s unit test automation libraries.

2.1.1.7 Traffic analysis (FORTH)
The encrypted traffic analysis module consists of a framework which can take as input
malicious network traffic and generate signatures to detect malicious behaviour. The
methodology is based on breaking the network traffic into flows and using packet metadata
(payload size, direction) to create sequences which correspond to malicious actions. Then from
these sequences the most recurring are selected and turned into signatures. To evaluate the
methodology, it was tested with a labelled dataset of malware where signatures were generated
which correspond to malware actions such as communication with command & control
infrastructure, scanning and attacking other machines. In addition, the encrypted traffic analysis
mechanism has been enhanced with open-source technologies such as Cisco’s JOY which can
detect weak and deprecated TLS connections and can report on TLS downgrade attacks such
as Freak and Poodle. Also, it is effective against MITM attacks since it extracts the certificate
used for each TLS connection. To ensure that all of the existing TLS connections inside the
smart factory are whitelisted and to precent Data exfiltration over encrypted covert channels we
used JA3 hashes to create hashes of all the existing connections and report on any new detected.

2.1.1.8 Trusted Execution Environments in Public Clouds (FORTH)
The Trusted Execution module provides strong guarantees regarding the safety of data,
especially when handled by parties other than themselves. As shown in Figure 2-9Error!
Reference source not found., it consists of the client, which transmits the necessary data to
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the remote server for processing, and the server, which is responsible for performing the
analysis in a privacy-preserving way. The entire processing is performed in the cloud-based
server, encapsulated inside Intel SGX enclaves, which communicates with the clients through
a network connection. This encapsulation enables the protection of the data processing
algorithms, and most importantly the privacy of the user’s data. It can mitigate and provide
protection to data, especially when processed in third-party clouds, and also provide data
confidentially and preserve privacy.
Figure 2-9 – Trusted Execution Environments in Public Clouds.

2.1.1.9 Cloud Layer Orchestration (HPE)
The Cloud Layer Orchestration system is a common utility for C4IIoT components and
provides the secure execution environment for the different modules running at cloud level.
The technical foundation of the Cloud Layer is MicroK8s, an Open Source single node
Kubernetes cluster implementation that provides – using a correctly configured K8s Ingress
customized for the specific C4IIoT requirements – the following services to the functional
modules, as described in detail in D3.4[5] Chapter 2.1:
•
•
•
•
•

support for hybrid cloud environments
heterogeneous cloud support
network isolation of cloud layer components
enforcement of traffic encryption and authentication to cloud layer components
embedded Web Application firewall monitoring all REST API exposed by any cloud
later components

The Cloud Layer Orchestration system has been installed, configured and is operational for
C4IIoT trial on VM “cloud1” hosted by NPO - CRF cloud provider (private IP address:
172.31.16.11). The dashboard providing the system view of the deployed resources is presented
via a Web GUI on port 30570 using HTTPS on the internal NPO network, accessible using
NPO VPN connection.
In the following screenshot the overview of C4IIoT Kubernetes namespace is displayed, where
the resources for all deployed cloud level C4IIoT components is summarized, subdivided by
the traditional Kubernetes resource objects.
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Figure 2-10 - MicroK8s Dashboard showing resources for “C4IIoT” namespace with cloud layer
resources

2.1.1.10 Certificate Authority (HPE)
C4IIoT is using an internal PKI/CA to provide X.509 certificates to project components
requiring a digital identity and/or need to secure their network traffic. The technical details of
EJBCA, the Open Source CA deployed for C4IIoT, are described in detail in D3.4[5] Chapter
2.2.1 and 2.2.2.
The organization of the C4IIoT CA is using a private root “C4IIoT CA”, a “Management CA”
and 4 SubCAs: “C4IIoT Cloud SubCA” for cloud level entities, “C4IIoT Field SubCA” for
field level entities, “C4IIoT Edge SubCA” for edge entities, and “C4IIOT Core SubCA” for
entities of common services, like the Private Docker image registry.
The EJBCA is deployed as docker containers on VM “cloud2” hosted by NPO - CRF cloud
provider (private IP address: 172.31.16.12)
The following screenshot, taken using the Web Management GUI of EJBCA exported via
HTTPS on port 8443 and requiring the Web Browser to install a specific SuperAdmin X.509
client certificate, provides a partial view of the long list of certificates that have been generated
by the C4IIoT CA during the initial part of the trial phase.
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Figure 2-11 - First page of the list of generated X.509 certificates for C4IIoT entities during the trial

2.1.1.11 Secure Private Docker Registry (HPE)
C4IIoT components running inside the Cloud Layer, as well as inside other layers and common
services, can store their Docker container images on C4IIoT Private Docker registry based on
Open Source Harbor, that provides additional security to the project framework, like private
protected access, integrated control on image vulnerabilities and optional image signing process
support. All the technical details of C4IIOT installation of Harbor are described in D3.4[5]
chapter 2.2.3.
The C4IIOT Private Docker Registry is organized with Harbor into different folders (projects)
for each layer (C4IIoT-cloud, C4IIoT-field, C4IIoT-edge) and a staging area (library) to
facilitate test and vulnerability scanning during the initial phases of on boarding of newly
developed images.
Harbor is also deployed as docker containers on VM “cloud2” hosted by NPO - CRF cloud
provider (private IP address: 172.31.16.12), and uses a X.509 certificate provided by C4IIoT
CA to secure HTTPS access.
The following screenshot, taken using the Web Management GUI of Harbor exported via
HTTPS on port 5443, provides the view of the list of the hosted container images inside
“C4IIoT-cloud” for the trial phase.
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Figure 2-12 - Harbor Private Docker Registry showing Cloud Layer C4IIoT component images

2.1.1.12 Security Assurance Module (STS)
The STS Security Assurance Module (SAM) is based on STS’s Security & Privacy Assurance
Platform and is responsible for monitoring and assessing the runtime operations of the C4IIoT
infrastructure and the assets found in the Smart Factory architecture. SAM resides in the Cloud
and is composed of five main components.
1. Cyber System Asset Loader: Responsible for receiving the Smart Factory asset model,
modelling all the software, hardware and data assets involved in the Smart Factory use
case, their relationships, security properties and threats that may violate these properties.
2. Vulnerability Analyser: Responsible to identify the known vulnerabilities of the assets
contained in the asset model by performing Vulnerability Analysis Assessments.
3. Dynamic Tester: Responsible for performing the Dynamic Testing Assessments by
actively probing the Smart Factory’s assets for exploitable vulnerabilities.
4. EVEREST: A runtime monitoring engine tasked to perform the real-time Monitoring
Assessments of the Smart Factory’s assets.
5. Event Captor Module: A collection of event captors responsible for collecting data
and events from the various assets and forwarding them to EVEREST for evaluation.
A detailed description of SAM’s components and functionality is presented in deliverables D3.4
[5] (Section 6) and D4.2[6] (Sections 4.1, 4.2 and 5.1).
SAM performs the security and privacy assessment of the Smart Factory system using three
model-driven Security Assessments, namely (i) Vulnerability Analysis, (ii) Dynamic Testing
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and (iii) Monitoring Assessments. The asset model driving the Assessments contains 137 assets
in total with 85 being software, 24 hardware and 28 data assets. These assets represent the
physical hardware hosting the software infrastructure, the various software components
composing the cyber system, (i.e., Docker instances, operating systems, runtimes and libraries,
software services, etc.) and the required data generated and utilized during the system’s
operation. Figure 2-13 presents a sample of Smart Factory’s asset model in worksheet format,
mapping the identified software assets and their relationships. Note that the model also contains
mappings for other types of assets (e.g., hardware, data, person, etc.).
Figure 2-13 - Smart Factory Asset Model sample

The Vulnerability Analysis Assessments is the first type of security assessments performed by
the SAM. Using the Vulnerability Analyser, SAM scans the vulnerability database using the
name and version of each asset and identifies reported vulnerabilities. The module provides a
detailed report presenting the exact vulnerabilities affecting each asset, their impact and the
security property affected (i.e., Confidentiality, Integrity and/or Availability). This process is
performed without actively probing the cyber system’s assets.
The Dynamic Testing Assessment, performed by SAM’s Dynamic Tester, is an online process
that involves the actual Smart Factory cyber system. The module actively probes the assets
validating the Vulnerability Analysis Assessments by trying to exploit the identified
vulnerabilities. Also, this process might discover more vulnerabilities or software and hardware
assets not originally reported in the initial Smart Factory asset model. In this case, the asset
model is updated to include the newly discovered assets and their vulnerabilities.
The third assessment type is the Monitoring Assessments, covering (i) Confidentiality, (ii)
Integrity and (iii) Availability Assessments. These assessments are performed by SAM’s
EVEREST in combination with SAM’s Event Captor module and evaluate core assets of the
Smart Factory architecture. To continuously monitor the security posture of the cyber system
and the status of its various assets, SAM deploys multiple Event Captors, each assigned to a
different asset, increasing in this way the Monitoring Assessment coverage. The Event Captors
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can either be based on Elasticsearch, where logs and events are mostly collected through several
lightweight shippers named Beats, or native. The Native Event Captors have almost the same
functionality as the Elasticsearch driven Event Captors, with the major difference being that
instead of communicating with the Elasticsearch for querying data, they search directly into
system and application log files or communicate with other software components (such as
databases systems or message brokers) for specific events. The collected data are shipped to
EVEREST which performs the evaluation of the monitoring rules in real-time, utilizing the
collected data.
2.1.1.13 Attack Information Enhancement Middleware (AIEM) (STS)
The C4IIoT attack information enhancement middleware is an interconnection between the
Traffic Analysis Tool, developed by FORTH and the Advanced Visualization Toolkit (AVT),
provided by AEGIS. The middleware resides in its dedicated container in the Cloud
infrastructure and supports the asynchronous communication with the Traffic Analysis tool, by
listening to a predefined channel, namely ToCloudStorage, located in C4IIoT's Kafka broker.
After receiving a message, the middleware extracts the attack type and enhances the identified
attack information (that will be part of the final message) with mitigation actions. These actions
are obtained through a local database containing the most up-to-date ATT&CK MITRE
Framework. Lastly, the middleware populates the final message with the risk level in a
qualitative form as depicted in HPE’s risk assessment methodology and forwards it to the Kafka
message broker in order to be received by the AVT.

2.1.1.14 BINSEC (CEA)
BINSEC is the tool used in the Mitigation Engine to protect against software vulnerabilities.
Within the C4IIoT framework, the tool is mainly used to secure C4IIoT components by
discovering possible attacks against these components before an attacker can exploit them,
performing thus a preventive mitigation of the attack. In particular, the fuzzing framework
(AFL) integrated with BINSEC for the C4IIoT platform incorporates a directed fuzzing
technique, allowing to guide the vulnerability detection in the vicinity of a given input and
execution trace. This allows using the BINSEC tool to detect vulnerabilities at different stages
of the lifecycle of a component:
- Initially, when a new component is being added to the C4IIoT framework;
- On each update of the component, to test that previous vulnerabilities do not reappear in the
component, or are indeed completely removed (i.e., that the correction is not shallow and works
also on variations of the vulnerability-triggering input), allowing a patch-oriented and
incremental analysis.
- On each new vulnerability discovered in the component, to discover whether other
vulnerabilities exist in the vicinity of that vulnerability (our experiments have shown that
sensitive code areas where one vulnerability has been identified often contain several other
vulnerabilities), allowing a targeted analysis.
Due to the high resource consumption of this component, it runs on the Cloud Layer of the
C4IIoT Framework, in a docker container communicating with other C4IIoT components with
Kafka, and can be monitored and actioned by the user using the Advanced Visualization
Toolkit.
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BINSEC has successfully been used to discover three vulnerabilities in BACS: a division by
zero, a null pointer dereference, and a memory leak, all of which could possibly lead to Denial
of Service attacks against the platform.

2.1.1.15 Advanced Visualisation Toolkit (AEGIS)
Advanced Visualisation Toolkit (AVT) is the main interface between the end-user and the
system. The AVT resides on the Cloud infrastructure and provides real time monitoring of the
system along with historical data analysis and interactive screens that allow the end-user to
perform security analysis, request and apply mitigation actions and check data integrity.
More specifically the AVT visualises in real-time data coming from sensing devices enriched
with the results of the anomaly detection process, by subscribing to DFB topics on the Cloud.
In addition, AVT communicates with Traffic Analysis module to display the results of the
network traffic analysis on the FG of the factory. Also, the AVT communicates with BINSEC,
providing an option to discover vulnerabilities on system components.
AVT is getting information from SAM through DFB, about possible attack types detected and
communicates with CARMAS through REST API to get suggestions on possible mitigation
plans. As soon as a mitigation plan is selected AVT informs CARMAS via HTTP request to
apply the selected mitigation actions.
Finally, AVT is accessing data stored in Elasticsearch component to provide time-line analysis
on historical data in order to reveal hidden relations between different security incidents.

2.1.1.16 Behavioural Analysis and Cognitive Security - BACS (UNSPMF)
Behavioural Analysis and Cognitive Security component (BACS) consists of several modules
spanning through all layers of the C4IIoT architecture and covering both use cases. Its internal
structure is shown in Figure 2-14.
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Figure 2-14 - BACS internal structure
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BACSCL (BACS Cloud Layer) performs anomaly detection based on deep autoencoder forests
(unsupervised AD) and deep neural network forests (supervised AD) implemented in Python
using the Tensorflow 2 library. The Cloud module also offers support for recurrent neural
network models (e.g. LSTM's) and regression threshold-based fully-connected neural networks.
Differentially private methods (modifications of K-Means and PCA) are also available.
BACSCL modules can run in a distributed cloud environment and support both data partitioning
(training datasets are stored within a distributed file system) and model partitioning (deep
autoencoders/neural networks within a forest run on different computational nodes within the
cloud).
BACSPY provides anomaly detection based on outlier detection, classification and
representation learning algorithms implemented in Python using Tensorflow 2, scikit-learn and
PyOD libraries. BACSPY modules also realize AD functionalities running at the cloud, field
gateway and edge devices with higher computational power (e.g., Raspberry PI). BACSPY
supports both standalone and federated AD models.
BACSC contains lightweight anomaly detection routines implemented in C for constrained
microcontroller edge devices.
We will use the following naming convention. Model names starting with “TF” denote
TensorFlow2 Deep-Learning models. Model names ending with SKLAD denote scikit-learn
models, those ending with PYODAD denote PyOD models, while those ending with DPLAD
denote the diffprivlib library-based implementations of differentially private models.
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Edge and Fog (FG) models have designation in their names (Edge and FG respectfully), while
for the cloud models the layer designation is omitted. The available (cloud) models are the
following:
1. TensorFlow Autoencoder models: TFAutoAD -- TensorFlow Autoencoder;
TFAutoDeepAD -- TensorFlow Autoencoder variation with more layers (deeper);
TFAutoDeepVAEAD -- TensorFlow Autoencoder variation with more units in layers
(wider); TFAutoVAEAD -- TensorFlow Variational Autoencoder; TFAutoWideVAEAD - TensorFlow Variational Autoencoder with more units in layers;
2. Scikit-learn models: EE\_SKLAD -- Elliptic Envelope Model; LOF\_SKLAD -- Local
Outlier Factor Model; IF\_SKLAD -- Isolation Forest Model; SVM\_SKLAD -- Support
Vector Machine Model (One Class).
3. PyOD models: ABOD\_PyODAD -- Angle-based Outlier Detector; KNN\_PyODAD -- Knearest Neighbours; PCA\_PyODAD -- Principal Component Analysis; HBO\_PyODAD - Histogram-based Outlier Detection; AE\_PyODAD -- Autoencoder Model (PyOD
specific).
4. TensorFlow Fully Connected models: TFAutoFCNAD -- Fully connected (Dense) Neural
Network; TFAutoDeepFCNAD -- Fully connected (Dense) Neural Network Model with
more hidden layers (deeper).
5. TensorFlow Recurrent models: TFAutoLSTMAD -- Long-Short Term Memory Recurrent
Neural Network; TFAutoGRUAD -- Gated Recurrent Unit Recurrent Neural Network;
TFAutoRNNAD -- Recurrent Neural Network.
6. Facebook Prophet Model (TFAutoProphetAD).
7. Differentially private models (diffprivlib-based): Kmeans\_DPLAD -- Differentially
private K-Means; PCA\_DPLAD -- Differentially private Principal Component Analysis.
8. Ensemble Models: AutoEnsembleAD -- Combination or a subset of all the other models
with weighted (model size and complexity based) voting system.
In the first steps of BACS usage, it is to obtain and ingest data. BACS works with tabular data
which needs to follow certain rules for it to automatically ingest it. The data is provided to
BACS in the CSV format, where the first column is expected to be the timestamp as BACS is
used for time-series analysis. Other columns will be used as feature columns.
The next step is choosing which models are to be trained by using the included BACS model
training script. By default, all available models are trained for the entire infrastructure (edge,
fog, cloud) but a subset can be selected.
The differences in model types for the different layers (edge, fog, cloud) are in model size and
more importantly window lengths on which they operate. Cloud models generally operate on
longer window lengths while fog and edge models operate on shorted window lengths because
of memory and processing constraints. Data is automatically processed (with a sliding window
approach) by BACS data loading modules.
Depending on the model type, the data is adapted to the model automatically. For example,
some models (e.g., some neural network models) require data normalization which is performed
automatically within BACS. Also, some models expect different formats at the input and at the
output, while autoencoders use the same inputs and output vectors, and regression networks
split the selected data point windows. BACS handles this model heterogeneity automatically.
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After the models have been trained, training metrics can be obtained. Final loss values and
average inference times are provided for all models. If labels (ground truth) are present, BACS
can also provide validation metrics such as accuracy, precision, recall and F1-scores.
BACS also offers the ability to synthetically generate anomalous data by in-place modification
of normal training data (which usually does not contain anomalies). There are several strategies
for generating anomalous data such as randomization of feature values, random increases and
decreases, zeroing out of the data, etc. This feature is especially useful if only normal nonanomalous data is available, and an anomaly detection model is still necessary in early stages
of system implementation. The synthetic anomaly generator can also be used in conjunction
with supervised models to perform self-supervised learning without anomalous data.
Regarding model tuning, all BACS models offer a threshold quantile hyperparameter which
defines how anomalies are detected. This parameter defines which quantile of the observed
training loss values (errors) is to be used for the threshold above which anomalies are detected.
By default, this value is set to $1.0$; this means that the observed error during real-world usage
must be greater than the highest observed error during training.
BACS provides sensible default values for all the hyperparameters which can be used as a
baseline for tuning more performant models.

2.1.2

Smart Factory Scenario

The Smart Factory scenario has been presented in detail in D1.2[2]. Moreover, the plans for the
demonstrator have been described in D5.1 [1] also. Here we present the pilot scenario execution
in full.
As already mentioned in D5.1, the focus of the demonstration has been on the welding and
assembly cells and the internal material movement between the Assembly line and the cells
through Automated Guided Vehicles (AGVs), represented in the layout in Figure 2-15.
Figure 2-15 - Layout of Campus Melfi
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The responsible person for the Information and Communication Technology (ICT) Security in
the Campus Melfi is Mariano, who manages the whole lifecycle of ICT systems in the factory.
His main activities are related to the selection, installation, testing and integration of ICT
systems, from one side, and to their monitoring and security assessment, on the other side. The
actors interacting in these steps, in addition to Mariano as ICT Team Leader, are the following:
•
•

The Manufacturing Engineer, co-responsible person for the selection, installation and
testing of new devices and for the operations of new devices
The Logistics Team Member, with a similar role as the Manufacturing engineer for
Material Handling systems.

Together, and under Mariano’s supervision, they are the responsible persons of i) ensuring the
continuous availability of the production process, ii) devising strategies to prevent, resist or
recover from an event and iii) enable monitoring of the systems, in order to demonstrate or
assess the resilience of the systems to attacks.
The main assets that have been taken into to demonstrate the C4IIoT in the factory environment
are the AGV and Assembly and Welding robots. The assembly line and AGV are shown in
Figure 2-16.
Figure 2-16 - Assembly robot and AGV for Assembly line

In fact the criticality of the sensors installed on both AGVs and robots is high. By accessing
them, one could artificially influence and decrease the operations and saturation of the AGVs
and robots. One could even stop the replenishment of material and work-in-progress (WIP)
handling in the plant, leading to a stop of the assembly lines.
The sensor devices installed on the robots allow to monitor the acceleration and velocity of the
engine and reducer of the robot’s slide, while on the AGV the accelerometers are installed on
each engine of the wheels.
The Assembly and Welding data utilized for the demonstrator are data from accelerometers
installed on the robots’ slides, as shown in Figure 2-17.
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Figure 2-17 - Sensors on robot's slide

The data are sent to the Melfi repository through the company internal LAN, by mean of control
units and direct cables.
The sensor system on the mobile robot (AGV), consists of accelerometers installed (one on
each of the engines of the wheels, as shown in Figure 2-18.
Figure 2-18 - Sensor on AGV

They are wired to an on-board control unit, which manages the data acquisition and collects the
data flow. From it, the data are sent through a standard wireless (Wi-Fi) connection (internal to
the company network) to the company database in which they are stored. The values (vibration
related) that are measured and collected are the acceleration and the velocity. These sensors can
be wired or wireless.
An example of data coming from the AGV is shown in the following image.
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Figure 2-19 – AGV data

In Figure 2-20, a representation of the process through the internal architecture, including the
hardware installed in the Campus Melfi, is shown.
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Figure 2-20 – Campus Melfi factory processes

All the sensor data coming from the IoT system installed on robot and AGV are sent in nearreal time to the Melfi repository, where they are stored in a SQL database. Together with
Raspberry Pis, where the first data elaboration is executed (more details are presented in the
previous architecture section) they form the edge level. After the first data elaboration at the
edge level, data are sent through a router to the field gateway server. A SDN has also been
created and simulates data flow from other potential asset that could be present in other real
industry plants. Data from the Field Gateway server are then sent to the cloud, where they are
stored. The cloud sends back other feedback to the Field Gateway. Both the SDN and cloud
flows are also better described in the architecture part.
Through the AVT, the user is able to have visibility on the status of the whole system. An
example of an interface from the AVT, accessed by a user from the Melfi plant, is shown in the
following image.
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Figure 2-21 - Real time monitoring of AGV device

In Figure 2-21, all incoming data have been checked by the system and the actual sensing
information is accompanied by the anomaly detection process result.
In the following pictures, the procedure followed by the user in case of anomaly is shown.
Figure 2-22 - Incident investigation
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Given an anomaly event detected by the system, the user has the option to investigate the
variations in sensing devices values just before and after the event.
Figure 2-23 - BINSEC Analysis page

On the page shown in Figure 2-23, the user can perform new BINSEC analysis and view its
results when ready. Also on the table provided, the user can investigate results from previous
tests.
Figure 2-24 - BINSEC Results
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By selecting a BINSEC analysis that has been completed from the BINSEC History table, the
raw output of the BINSEC analysis is provided for inspection by technicians.

Figure 2-25 - Attack Monitoring page

In the interface shown in Figure 2-25, it is possible to have an overall view of the attacks that
have been carried out. A table with all the attacks is presented on the bottom half of the page,
while on the top half it is possible to see by default the most recent, or the user’s selection from
the table. The user can act upon an event by ignoring it or requesting a mitigation plan.
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Figure 2-26 - Requesting a mitigation plan over a threat

When a mitigation plan is requested, a modal window appears with the proposed mitigation
actions. It is possible that the engine will propose more than one mitigation actions and in that
case the user can select which one to activate.
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Figure 2-27 - Mitigation Rules page

An experienced user can generate his own custom mitigation rules and activate them. Also there
is the option to deactivate any of the mitigation rules that is applied.
Figure 2-28 - Data Fusion Bus page

On the Data Fusion Bus page, the user can have a quick overview of the status of the
communication mechanism (Kafka) in every available domain. There are also the options to
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give access to the Kafka topics for specified new users and to block users from accessing the
messaging system.

Figure 2-29 - Historical Data of the incidents over a day

Finally, in Figure 2-29, it is possible to visualize the overview of the events that occurred on a
given day. An interactive timeline view is returned with the events that a selected device had
over that day. There is the option to select multiple devices, and then multiple timelines are
plotted in order to make it easier to compare the data coming from different devices. Also a
stacked bar chart provides grouped information regarding the detection of the events and the
total status, giving an overall view of the investigated domain.
The described anomaly detection and mitigation process is applied also in the Logistics4.0
scenario, with same visual interfaces. Only input data differentiate from one scenario to the
other.

2.1.3

Logistics4.0 Architecture

To showcase the effectiveness of the C4IIoT architecture in a heterogeneous edge layer, design
of the edge node device for the Logistics use case is based on a microcontroller unit with
constrained resources, featuring significantly lower processing power and memory size in
comparison with the edge nodes used in the Smart Factory use case. On the other hand, the
device was designed having in mind the needs of the logistics use case in various operating
conditions. A 32-bit ARM microcontroller was chosen for the implementation of the logistics
edge node. Quectel BG96 module features NB-IoT as the primary means of communication
(with EGPRS fallback if necessary due to no NB-IoT coverage is certain areas), which was
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chosen due to its desirable properties including extended coverage both indoor and outdoor,
and low energy consumption. In this layer, sensors are needed to monitor some parameters,
such as temperature, and humidity. As end-to-end data flow needs to be properly secured, the
hardware crypto module is used to handle the key storage, cryptographic algorithm execution,
and random number generation, in a secure and tampering-resistant way. IFAG provides a lowpower version of its secure element, providing the required functionality to establish a secure
end-to-end communication, secure credential storage and to sign the transactions sent to the
blockchain directly in the edge node (hardware-accelerated Elliptic Curve Digital Signature
Algorithm or ECDSA). Finally, the power supply is strong enough to enable stable, reliable and
uninterrupted functioning of the device in all circumstances, over a long period of time (Figure
2-30).
Figure 2-30 - Logistics 4.0 use case - microcontroller residing inside a container

The field gateway layer is located in the mobile operator premises – in our case A1 and
protected by infrastructure that ensures strong security (Figure 2-30). The Edge node is directly
accessible from the field gateway, in such a way that no data exchange between devices leaves
the trusted mobile network infrastructure. We rely on security in mobile networks that uses
standardized technology, security policies and encryption algorithms, which provides the
confidentiality of user data and prevents hacker attacks to the network and network elements.
Only data sent during offloading to the cloud procedure reaches the Internet.
Edge node devices contain their own lightweight anomaly detection mechanisms, while the
field gateway server hosts an intermediate level anomaly detection component – both modules
of the BACS component.
The field gateway layer also includes a local offloading/outsourcing decision mechanism.
When the confidence from the lightweight anomaly detection at the edge falls below an
acceptable level, edge devices submit an offloading decision request to determine if the task
should be offloaded to the intermediate or advanced anomaly detection components located at
the field gateway and cloud layers respectively. The security-aware dynamic offloading
decision mechanism evaluates the trade-off between the confidence of the lightweight anomaly
detection from the edge device against the network. Once a decision has been made, the
security-aware dynamic offloading decision mechanism sends the data for re-evaluation either
to the field gateway or to the cloud anomaly detection component.
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Figure 2-31 - Field Gateway - Logistics 4.0 use case
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The cloud layer is shared with the previously described Smart Factory use case.
2.1.3.1 Hardware Secure Module (IFAG)
IFAG provides a Hardware Secure Module (HSM) in this scenario. The HSM used is the
Infineon OPTIGATM Trust M. The secure element is attached to the board via I2C interface.
Trust M offers hardware support for cryptographic operations, the middleware running abstract
the hardware device with the application running. The middleware is composed by several
libraries which cover from a high abstraction layer (Platform Abstraction Layer) until a low
abstraction layer (UTIL and CRYPT). The main functionalities of the OPTIGATM Trust M are
the use of encryption and decryption, key storage and signing algorithms in order to make it
possible to send transactions to the blockchain. Summarizing, OPTIGATM Trust M unit is used
to relieve the constrained MCU of the computationally intensive crypto operations.

2.1.3.2 BACS (UNSPMF)
Description of the component has been included in the Smart Factory use case, it can be found
in 2.1.1.16. The functionalities of the component in the Logistics4.0 have been also described
previously in the scenario architecture description.

2.1.3.3 MEDICI (UoG)
Since this component is included in the Smart Factory Architecture too, it has already been
described above, in the paragraph 2.1.1.2.
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Data Fusion Bus (DFB) (ITML)

The Data Fusions Bus in Logistics use case has the same role it has in the Smart Factory use
case. The main difference is that the data from edge are not directly written to Kafka from the
Edge, but instead they are received by the Field Gateway over the mobile network first. The
Kafka topics' structure is also similar to the one described for the Smart Factory use case:
•

ToMedici – used by the data receiver program to send messages to MEDICI. This topic
exists only on the FG.
• ToBACSFGL – used by MEDICI to send messages to BACS on the FG. This topic
exists only on the FG.
• ToCloudStorage – used by the receiver program, the BACS on the FG and the Cloud
and the Traffic Analysis Module to send messages to the Cloud. Messages on this topic
are consumed by the AVT, SAM, BACSCloud and the Storage Connector on the Cloud.
This topic exists both on the FG and the Cloud. The Cloud topic is common with the
Smart Factory use case.
• ToMediciAgentL – used by MEDICI to communicate with its agents accompanying
BACS on the FG and the Cloud. This topic exists both on the FG and the Cloud.
• FromMediciAgentL – used by MEDICI to receive messages from its agents on the FG
and the Cloud. This topic exists both on the FG and the Cloud.
• ToBACSCloudL1 – used by MEDICI to send messages to BACS Cloud. This topic
exists both on the FG and the Cloud.
The topics previously described in the Smart Factory use case concerning the communication
between Cloud only components, are common for both use cases. The DFB admin component
is of course part of the Kafka on the Logistics FG as well, and can be used through the AVT to
restrict or allow access to various topics.

2.1.3.4 Partially Decentralized Access Control (PDAC) (IBM)
IBM’s Partially Decentralized Access Control is the version of the Decentralized Access
Control that utilizes the innovative Blockchain Database (BCDB) technology. It allows to
control access to data by various entities, to enable auditability of various events and policies,
and to verify the integrity of data items. Due to the nature of edge nodes in C4IIoT’s logistics
use-case, that do not allow deploying DAC components on, DAC-related logic of encrypting
data items and logging records on the Blockchain must be done on the field gateway layer. As
this architecture dictates a less decentralized solution, we decided to take the opportunity and
demonstrate a second Blockchain technology – the BCDB – in the logistics use-case, as the
BCDB is a centralized Blockchain that is more suited to this use-case. It is demonstrated
alongside the Hyperledger Fabric which is a decentralized Blockchain that is utilized in
C4IIoT’s smart factory use-case. Τhe overall architecture of PDAC in the logistics use-case is
shown in Figure 2-32.
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Figure 2-32 – PDAC architecture in Logistics

In this use-case, a BCDB node was deployed on the cloud layer where BCDB clients were
deployed on both the cloud layer and the logistics field gateway. ABE keys-issuing authority
was deployed on the cloud, and ABE clients were deployed on both the cloud layer and the
logistics field gateway.
Detailed information about the PDAC design, components, functionality, usage flow and
demonstration were provided in deliverables D3.3[4] (chapter 3) and D3.4 [5] (chapter 5.1).
Technical evaluation of the PDAC in the logistics use-case execution environment is given later
in this document.

2.1.3.5 Cloud Layer Orchestration (HPE)
Since this component is included in the Smart Factory Architecture too, it has already been
described above, in Section 2.1.1.9.

2.1.3.6 Certificate Authority (HPE)
Since this component is included in the Smart Factory Architecture too, it has already been
described above, in Section 2.1.1.10.

2.1.3.7 Secure Private Docker Registry (HPE)
Since this component is included in the Smart Factory Architecture too, it has already been
described above, in Section 2.1.1.11.
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2.1.3.8 Security Assurance Module (STS)
The STS Security Assurance Module (SAM) is utilized to assess the security posture of the
Logistics infrastructure in a similar way as described for the Smart Factory platform (Section
Error! Reference source not found.). For the Logistics use case, the same SAM instance is
utilized, hosted in the Cloud infrastructure. The main difference is that for the Logistics
platform, SAM utilizes a separate asset model, specifically tailored to the Logistics cyber
system. While certain software, hardware and data assets remain the same (e.g., common
C4IIoT assets residing in the Cloud infrastructure), each use case utilizes a set of unique cyber
assets thus requiring a dedicated asset model for performing accurate assessments. In this case,
the Logistics asset model contains in total 136 assets with 89 being software, 24 hardware and
23 data assets. Figure 2-33 presents a sample of the Logistics platform’s asset model in
worksheet format, mapping the identified hardware assets and their relationships. Note that the
model also contains mappings for other types of assets (e.g., software, data, person, etc.).
Figure 2-33 - Logistics Asset Model sample

SAM also performs Vulnerability and Dynamic Testing Assessments covering the entire
Logistics infrastructure, utilizing the dedicated asset model. Finally, SAM deploys all the
required Event Captors needed to cover the Logistics platform’s unique assets as well as the
monitoring rules required by EVEREST to perform the CIA Monitoring Assessments on these
assets.

2.1.3.9 BINSEC (CEA)
Since this component is included in the Smart Factory Architecture too, it has already been
described above, in the paragraph 2.1.1.14.

C4IIoT

- 49 -

March 25, 2022

C4IIOT D5.2

SU-ICT-2018/№ 833828

2.1.3.10 Advanced Visualisation Toolkit (AEGIS)
The role of the AVT is the same as described in Smart Factory scenario, already described in
section 2.1.1.15. In the Logistics4.0 scenario the Traffic Analysis module does not apply thus
there is no such information. The addition is that AVT provides real-time monitoring of the
position of the devices in the world map.

2.1.4

Logistics4.0 Scenario

As for the Smart Factory, the Logistics4.0 scenario has been already described in D1.2 [2] and
D5.1[1]. Here we present the tests that have been performed through the usage of NB-IoT
devices, that have allowed to monitor containers during shipment, and the details about the
mobile network for the data transmission and the implementation and tests of the devices.
The responsible person for the Supply Chain Management is Paolo. He uses transportation
management systems to control the containers during logistics and to manage the schedule for
the Inbound Logistics. Material Track and Trace (MT&T) systems are implemented and IIoT
on trucks send relevant data to optimise the management of the Supply Chain, such as the
positions in maps and Estimated Time of Arrival (ETA).
As the devices mainly operate outside the plant, their capacity to be resilient to threats such as
intrusion, data modification and device control is the key for the rollout. These features have
been provided from the usage of the logistics devices developed by UNSPMF, together with
A1 within C4IIoT. These devices allow a secure tracking of the relevant parameters needed for
the monitoring of the environmental and mechanical events impacting the components’ status
during transportation from the supplier plant to the production plant.
This enables Paolo to maintain low stocks along the supply chain and inside the plant, to reduce
working capital and warehousing costs, and to avoid stock-outs that could cause a production
stop in the plant.
Paolo, in collaboration with the local responsible persons in Campus Melfi, checks the status
of the data security related to the IIoT described above, thanks to the C4IIoT solution. He
ensures the replenishment and production processes are proceeding correctly. As Mariano in
the Smart Factory scenario, also Paolo interacts with other staff at the plant level:
•
•
•
•

The ICT Team member (Security Officer), with the ability to supervise/ trigger the
events and support the other users in the usage of the platform.
The Supplier, in charge of preparing the containers and eventually updating the data
contained at the sensor’s side.
The Transporter, in charge of handling the containers and eventually updating the data
contained at the sensor’s side.
The Logistics Team member, responsible person for the operations of new devices with
the same role as the Manufacturing engineer for Material Handling systems

Under Paolo’s responsibility, they are the responsible persons of i) ensuring the continuous
availability of components to the production process, ii) devising strategies to prevent, resist or
recover from an event and iii) enable monitoring of the inbound logistics systems, in order to
demonstrate or assess the resilience of the systems to attacks.
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In C4IIoT the types of devices managed by the team and included in the demonstration are the
NB-IoT sensors installed on the material containers in the external transportation system. These
contain the components shipped from the supplier to the plant.
In particular, the focus of the tests performed within the project has been on a route from a
supplier in Hungary to Italy. The selection of this route is due to the fact that it was one of the
most critical shipment that the Supply Chain Management was dealing with, since the
components transported are more subject to temperature shocks and vibrations.
For this scope, one NB-IoT device has been installed on each container, in order to monitor its
position and condition, thanks to the sensors allowing to retrieve geolocation data, temperature,
acceleration and magnetic field data.
As in the Smart Factory scenario, the AVT is utilized for the visual monitoring of the status of
the system. In the following picture, an example is shown.
Figure 2-34 - Real time monitoring in Logistics4.0

The screen displays information from the anomaly detection process. If an anomaly is detected
more information is available such as the detection layer (Edge, FG, Cloud) and the confidence
of the decision.
Moreover, it is possible to have a real time monitoring of the localization of the containers.
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Figure 2-35 - Real time position monitoring of Logistics devices on the map

In fact, in Figure 2-35, the screen displays the position of the container on the map at any given
time.
More details about the devices that have been utilized in the Logistics4.0 are presented in the
next two paragraphs.
2.1.4.1 Mobile Network (A1)
In Logistic4.0 scenario, edge node devices utilise Low-Power Wide Area Network (LPWAN)
technologies for reliable and energy-efficient communication with Filed Gateway (FGW).
Traditional mobile cellular operator services meet these requirements, in this case 3GPP
NarrowBand IoT (NB-IoT) and 3GPP GPRS as a backup connection. As the NB-IoT
technology is being deployed, here follows an overview of the radio access network
communication properties of NB-IoT in terms of the main procedures, link utilization and
energy efficiency.
Key demand for LPWAN technologies is the network ability to serve a massive number of
devices, provide extended coverage, and use energy efficient modes of operation in order to
extend the lifetime of a battery-operated device. The main features of NBIoT as a competitive
LPWAN technology include: support for massive connectivity (tens of thousands of devices
per cell), extended coverage through higher link budget (164 dB) as compared to both LTE
(142.7 dB) and Global System for Mobile (GSM) network (144 dB), reduced signaling and
enhanced power saving modes in comparison to LTE. From the end user perspective, the
technology offers possibility of designing low cost battery-operated sensor nodes whose
lifetime, under normal operating conditions, may exceed 10 years.
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Figure 2-36 - NB-IoT system and protocol structure

NB-IoT is designed to seamlessly coexist with 3GPP LTE, reusing LTE radio access network
(RAN) and evolved packet core (EPC) protocols and infrastructure, as illustrated in Figure 2-37
[7].
NB-IoT radio interface almost entirely reuses the LTE design, as detailed in recent review
papers[7][8]. Here, we provide high-level review of uplink (UL) and downlink (DL)
transmission procedures, emphasizing critical aspects such as packet repetitions and low-power
modes that affect RAN throughput, coverage and energy efficiency, relevant to subsequent use
cases.
From signaling perspective, in normal network operation, NB-IoT user equipment (UE) is
attached to the network using Radio Resource Control (RRC) protocol. By default, UE spends
time in RRC Idle state, in which evolved Node B (eNB) cannot allocate resources to UE. If UE
needs to send/receive data, it transits to RRC Connected state. When in RRC Idle, UE can be
configured to save energy using one or a combination of eDRX and PSM modes. In both modes,
UE sleeps and only periodically wakes up to receive eNB-originated signals: the tracking
update (TAU) signal in PSM, and additional paging channel in eDRX mode. The device can
request the use of both PSM and eDRX during an attach or TAU procedure, but it is up to the
network to decide to enable none, one of them or both. The duration of eDRX and PSM cycles
are governed by specific timers (for example, after expiration of T3324 timer whose maximum
duration is 186 minutes, the device transits to PSM mode, whose duration is in turn controlled
by T3412 timer and cannot exceed 413 days). The timers can be set by the network or the device
itself may request specific timer values, altogether providing for possibility to trade-off device
energy consumption with responsiveness and data delivery delays [9][9] [10].
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Figure 2-37 - Uplink data transmission phases for NB-IoT device originated transmission

Figure 2-37 illustrates the main phases in the UE originated UL data transmission. The UE has
been in PSM mode, however, the internal packet generation event triggered wake up and UL
transmission procedure as follows:
• Cell Search and Synchronization: UE wakes up from PSM mode to acquire downlink
synchronization through NB-IoT synchronization signals (NPSS/NSSS), and system
information (MIB, SIB-1 and SIB-2 information blocks).
• System Information Acquisition: UE performs MIB/SIB system information blocks
acquisition
• Random Access and RRC Connection Establishment: UE initiates random access (RA)
procedure by randomly selecting and transmitting RA preamble in the upcoming RA
channel slot. If successful, the RA procedure involves exchange of four messages. RRC
procedure of reestablishing RRC connection follows, finally establishing a data radio
bearer
• UL/DL Data Transmission: Once in RRC Connected state, a sequence of UL and DL
transmissions follow, each preceded by eNB resource grants. Uplink data packet is
transmitted with suitable physical layer configuration including the appropriate
configuration of packet repetitions.
• Active Waiting and eDRX: Upon transmission, as configured by different timers, UE
usually stays in active waiting until it transits to RRC Idle and eventually stays in eDRX
mode until the timer expiration, after which it finally transits to PSM
Energy consumption during different activities ranges between as low as 0.015 mW in PSM
and 3 mW in eDRX, to 90 mW for data reception (Rx) and up to 545 mW for maximum power
transmission (Tx). For the network originated DL data transmission, eNB first informs UE
about the pending DL data. This is done either through paging channel if UE was in eDRX
mode, or through TAU signal or UE originated UL procedure if UE was in PSM mode.
In order to efficiently use NB-IoT technology, besides design of NB-IoT device and appropriate
application, it is also required to parametrise radio access network together with end-to-end
connectivity between the device and the system backend. End-to-end NB-IoT connectivity
targets deployment of a reliable and efficient communication mechanism between two end
points: an NB-IoT device and application instance in Field Gateway. This mechanism can be
implemented using IP-based data delivery over standard transport layer protocols, namely UDP
and TCP. In logistic scenario, each edge device has its own static IP address and sends data
using UDP transport layer protocol. The solutions based on TCP are generally avoided due to
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several problems, such as higher overhead compared to UDP, maintenance of TCP connections,
excessive delay in TCP acknowledgement deliveries, etc. UDP transmissions features the
lowest overhead of only 28 bytes which has an impact to lower energy consumption.
2.1.4.2 Edge node devices, implementation and tests (UNSPMF)
CPU is a low-power ARM Cortex M0+ operating at 16MHz with 32kB SRAM (for data),
256kB FLASH memory (for application code). These onboard resources are with limited
capacities and capabilities. However, they are well enough for the required tasks (sensor data
acquisition, secured communication with FG, and lightweight anomaly detection). Quectel
BG96 module enables wireless connection with FG. It features NB-IoT and LTE-M, new 3GPP
wireless communication standards. EGPRS fallback is supported to ensure connectivity in areas
where LTE carrier is unavailable. The following onboard sensors provide data for anomaly
detection modules: air temperature, humidity and pressure, illumination, accelerometer, and
magnetic field sensor. Integrated GNSS module with antenna is used for geographical
localization and positioning of the edge node. IFAG's low-power OPTIGA™ Trust M crypto
chip provides secured-by-hardware functionality for secured data transmission. The edge node
device in casing is shown in Figure 2-38.
Figure 2-38 - The edge node device (open casing)

Preliminary test of Smart Logistics scenario was performed with a test device which has been
attached to a shipping container by CRF staff, as shown in Figure 2-39.
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Figure 2-39 - Tracking devices mounted on the shipping containers

The test scenario required the edge device to sample and transmit the following set of data to
the Field Gateway:
•
•
•

Geolocation data from the integrated GNSS module
Acceleration and magnetic field data from the IMU
Temperature

The test was successful in the sense that the device correctly sampled the data and transmitted
to the Field Gateway, which recorded the data into the database. This is an example of a data
point, as collected by the UDP server on the FG:
C4IIoT logistics server (6010) Msg# 1042
2021-11-05 02:34:59
IMSI = 220052140492258
type = C4IIoT-L02
ACC_x_RMS = 9.552755355834961
ACC_y_RMS = 1.050843358039856
ACC_z_RMS = 0.8254448175430298
ACC_x_MEAN = -9.503437042236328
ACC_y_MEAN = -0.9196875095367432
ACC_z_MEAN = -0.766406238079071
MAG_x_RMS = 5.172281742095947
MAG_y_RMS = 5.809474945068359
MAG_z_RMS = 67.20970916748047
MAG_x_MEAN = -5.0
MAG_y_MEAN = 5.0
MAG_z_MEAN = -67.0
nb_of_samples = 5450
lat = 44.990840911865234
lon = 7.517270088195801
alt = 273.0
speed = 0.0
num_sats = 3
temperature = 20.55390167236328

However, due to the fairly high rate (one transmission every minute), the battery was exhausted
in approximately 24h. Current consumption measurements which were performed with a test
device programmed with the same firmware show that the average current consumption in such
a scenario is approximately 60mA. As the capacity of the battery used during the experiment
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was 1200mAh, the expected lifetime is 𝑇 =
experiment outcome.

!"##$%&
'#$%

= 20ℎ, which is in accordance with the

In the real-world logistics scenario, it is necessary to significantly extend the battery lifetime,
so that it can at least survive one round trip of a shipping container, lasting for 30 days.
Therefore, we performed an in-depth analysis (Figure 2-40) to identify the features consuming
the most energy, and to adapt the power saving strategy accordingly.
Figure 2-40 - Current consumption profile

Table 1 - Average current consumption by edge node features
Feature

Average current consumption

GPRS connected in idle mode

20mA

NB-IoT connected in idle mode

15mA

NB-IoT connected in Power Saving Mode

10µA

GNSS module ON

20mA

MCU in active mode, with sensors ON

10mA

MCU in sleep mode, with sensors OFF

50µA

According to the observed values as shown in Table 1, in the next version of the edge node FW
the following power saving strategies will be adopted:
•
•
•

C4IIoT

Sampling period needs to be significantly extended (at least 1h).
During the period of inactivity, the MCU as well as the on-board sensors will go to sleep
mode.
If NB-IoT carrier is available, during the period of inactivity the communication module
will go to PSM (Power Saving Mode) while staying connected to the network.
Otherwise, the module will connect to GPRS and due to the high power consumption in
the idle mode, it must be turned off between transmissions, and re-register to the
network prior to each transmission.
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GNSS module must be turned off between transmissions. This will bring additional
costs to get the GPS fix each time it is powered on, but it is still more efficient than
keeping it ON all the time.
The battery needs to be replaced with a higher capacity unit (e.g. 6000mAh).

Attack scenarios

This section presents an update of table that maps the attack scenarios, defined by the type of
threats, actors and significance of the threats, to the C4IIoT tools enabling both a
preventive/offline mitigation and a reactive/online mitigation.
Table 2 - Mapping types of threats to the threat actors and the C4IIoT tools contributing to mitigation

Script kiddies

Cyber- terrorists

Malware

✓ ✓ ✓ ✓ ✓ ✓ ✓

✓ ✓ ✓ ✓ ✓

✓
✓ ✓
✓ ✓

Brute force

✓

✓ ✓

✓

✓

Man-in-the-Middle
attack / Session
hijacking
IoT communication
protocol hijacking

Sabotage

✓ ✓

✓

✓

Network
reconnaissance
Vandalism and theft

✓ ✓

✓ ✓

Abuse of personal
data

Unintentional
change of data or
Unintentio configuration in the
OT system
nal
Damages Erroneous use or
(Accidental administration of
devices and systems
)
Damage caused by a
third party

C4IIoT

Hacktivists

✓

Nefarious
Activity
Manipulation of
/
Information
Abuse
Targeted attacks

Physical
Attack

Corporations

Denial of Service

Manipulation of
hardware & software

Eavesdrop
ping
/
Interceptio
n
/
Hijacking

Nation States

Insiders

Threats

Cyber-Criminals

Actors

✓ ✓
✓ ✓ ✓ ✓ ✓ ✓ ✓
✓ ✓ ✓ ✓ ✓ ✓ ✓

Significance of Threats
according to CRF

Medium: Generally restricted to
specific asset
High: May impact the
manufacturing servers
High: Lot of efforts required to
restore functionality and
availability
High: May impact the
manufacturing servers
High: May impact the plant
operations
Medium: Without impact on
safety
Medium: Addressed through bot
protection
Medium: More easily adressed
through existing protocols

C4IIoT tools
contributing to
Preventive/
Offline
Mitigation

C4IIoT tools
contributing to
Reactive/
Online
Mitigation

SAM, BINSEC

DISCO

SAM, TEE, SEEN,
BINSEC

DISCO, TAM

SAM, TEE, SEEN,
BINSEC
SAM, DAC, DFB,
TEE, SEEN

BACS

SAM, BINSEC

DISCO, BACS

SAM, DAC, TEE
SAM, SEEN

DISCO, TAM

SAM, DAC, SEEN

DISCO, TAM,
BACS

SAM, DAC, SEEN
High: Critical in case of low
security devices used externally
SAM
Low: Usually addressed with
existing tools
SEEN
Low: Not the primary threat

Low: Not the primary threat

DISCO
DISCO, TAM
DISCO

SEEN

Low: Usually addressed with
existing protocols

DISCO

✓

Low: Usually addressed with
existing protocols

DISCO

✓

Low: Usually addressed with
existing protocols

DISCO

✓
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✓ ✓
✓
✓

Communication
network outage
Outages

Power supply outage
Loss of support
services (MES, ERP,
CRM)

Legal

Disaster

Violation of rules
and regulations /
Breach of legislation
/ Abuse of personal
data
Failure to meet
contractual
requirements
Natural disasters

✓✓ ✓ ✓ ✓ ✓ ✓

✓

Environmental
disasters

Medium: Usually addressed with
existing protocols

DISCO, BACS

Medium: Usually addressed with
existing protocols

DISCO, BACS

Medium: Usually addressed with
existing protocols
Medium: Usually addressed with
existing protocols
High: Impacts the whole plant
operations and potentially
operator safety
High: Impacts the whole plant
operations and operator safety
High: Impacts the whole plant
operations and potentially
operator safety
High: Impact on all company
processes

High: Impact on all company
processes

SAM, BINSEC

SAM

DISCO
DISCO

SAM, DAC

SAM

Low: Usually addressed with
existing physical risk plan
Low: Usually addressed with
existing physical risk plan

✓ Primary threat, ✓Secondary threat

C4IIoT

- 59 -

March 25, 2022

C4IIOT D5.2

SU-ICT-2018/№ 833828

3 Framework deployment and evaluation
3.1 Execution of the iterative operational trials
In this section, we describe and update the information already mentioned in D5.1 regarding
the use cases, the actor involved and the evaluation metrics.
3.1.1

Use cases
Table 3 - Use cases and scenarios

Monitoring

Logistics4.0

Smart Factory

CRF-MON-1: Real-time monitoring of security level

X

X

CRF-MON-2: Visually representing the processes

X

X

CRF-ANA-1: Analyzing the accesses to devices

X

X

CRF-ANA-2: Analyzing the impact of the event

X

X

CRF-MIT-1: Defining the mitigation strategies

X

X

CRF-MIT-2: Interacting with the user for implementing
mitigation strategies

X

X

CRF-MIT-3: Enacting automatically mitigation strategies

X

X

X

X

Analyzing

Mitigating

Accessing
CRF-ACC-1: Accessing the platform

More details about the use cases have been already described in D5.1, in Annex.
The listed use cases are confirmed to be relevant both in the Smart Factory and in the
Logistics4.0 scenarios. The example of some of the mentioned functionalities (i.e. visual
representation of the process, analysis of the devices, etc.) are shown in the previous sections
dedicated to scenarios’ description.
3.1.2

Actors involved in the use cases evaluation

For the demonstration, CRF confirms the involvement of the following business actors in the
defined use cases: The ICT Team leader (Security Officer), with the ability to supervise/ trigger
the events and support the other users in the usage of the platform.
•
•
•
•

C4IIoT

The ICT Team member, performing specific activities on request from the ICT Team
leader.
The Manufacturing engineer, with mainly the joint responsibility for monitoring and
installation of devices at the workshop level.
The Logistics Team member, with mainly the joint responsibility for monitoring and
installation of devices at the logistics level.
The Supplier, with mainly the responsibilities for supplying the components and
containers.
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The Transporter, with mainly responsibility to provide the transportation means on the
selected routes, has been removed from the evaluation actors. In fact, he hasn’t visibility on
the data and on the devices installed, while the Logistics Team member and the Supplier
are responsible for monitoring the containers remotely through the usage of C4IIoT tools.

3.1.3

Evaluation of use case (Metrics)

The scale for the evaluation of the use cases by the actors identified above is on a 1 to 5 scale:
•
•

1 indicates the use case is not properly addressed.
5 indicates the use case is properly supported in the platform, both from the functional
and non-functional point of views.

A first individual evaluation has been performed, based on the technology available at the date
of writing of this deliverable, and is presented in 3.2.2. A final evaluation will be presented in
the next Work package deliverable, dedicated to the demonstrator and its final evaluation.

3.2 Collection and Analysis of outputs from real-life industrial
demonstrators
According to the guidelines for the execution and evaluation of the C4IIoT framework
described in Deliverable 5.1, section 2.3, the evaluation has been a continuous process and has
taken place in parallel with the development process.
The demonstrator has been implemented both for the Smart Factory and the Logistics4.0
scenarios. However, due to the Covid-19 disease outbreak imposed restrictions, the tests have
been affected by delays due to limited access to the plants (both in Campus Melfi but also in
Supplier plants). Tests are still in progress, so the evaluation is based on the so far implemented
solution.
3.2.1

Technical Evaluation Outputs

In this paragraph, each responsible partner provides an updated technical evaluation of the
implemented component with respect to the initial evaluation already included in the D5.1 [1].
Any required change with respect to the respective tables in D5.1 is included here, as far as
execution of experiments for the component has been concerned. This includes also deployment
information and main features (i.e. workflow) for experiments execution for the component.
Since our last reporting period BACS has been upgraded with message encryption and
differentially private Machine Learning methods. Additionally we are experimenting with
controlling anomaly detection thresholds through monitoring loss values during training and
we are now performing a more comprehensive validation with synthetic anomaly generation,
f1-score metrics and so on. More details about the implementation can be found in D3.2 [11]and
D3.3[4].
Table 4 - UNSPMF Technical evaluation

BACS (UNSPMF)
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Quality Variable

Metric

Benchmark/Baseline value

Result

Scalability

Ease of changing
algorithms,
datasets.

System should be designed
in a way so that models and
datasets are
interchangeable.

BACS allows for
easy changing and
integration of ML
models and new
datasets (tabular).
Experiments have
been performed also
with parallel running
of multiple BACS
instances (only
BACSCloud) w.r.t.
scalability, possible
load balancing etc.

Response time.

<10s.

Most of the models
available have very
low inference times
(<200ms) and the
network response
time and messaging
performance (Apache
Kafka) is also very
good (<100ms).

Availability

Uptime.

98%.

As mentioned in the
Scalability section
we have
implemented
scenarios running
with multiple
instances, so load
balancing is also
possible for
maximum uptime.

Reliability

Fault-tolerance.

System should work in case
of errors.

Logs are always
provided, system
continues running
even after a faulty
message or other
errors. In case of
communication error
the system continues
to work as soon as
the communication is
re-established.

Data Security

Real-time
information,
Access
monitoring, %
anomalies
detected.

System should have limited
access.

System uses secure
message queue for
communication, no
other storage.

Operational
performance

C4IIoT
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Privacy

Compliance with
current security
and privacy
regulations and
standards.

Depends on the platform,
message encryption to be
implemented.

Message encryption
is implemented with
IBM’s platform. All
communication w.r.t.
data handling must
be encrypted before
sharing. We also
implement
differentially private
ML models which
allow model
parameters also to be
shared (if needed).

Accuracy

Anomaly
detection
accuracy.

Measured on training data:
>95%.

Models achieve good
performance with
best models having
accuracy of over 0.9
and f1-score metric
over 0.6 on
validation data.
Accuracy on the
training data is
between 95% and
99% depending on
the use case.

Usability (Efficiency)

Task time
efficiency
Ease of use.

System should have well
defined API.

Interface-based API.
All models use same
interfaces, making
them easy to
interchange.

Usability (Satisfaction)
Cost

The Data Fusion Bus component provides a secure and reliable way to transport and store data
produced by the Edge of both use cases and from other C4IIoT components. The DFB admin
component provides a way to control access to the underlying Kafka component through the
API, which within the C4IIoT framework is available to the user of the AVT. There are three
instances of the DFB, one on each Field Gateway and one on the Cloud. The Cloud instance
includes the storage connector and the storage component.
The initial tests in the C4IIoT's environment indicate that DFB provides an efficient way to
transport data between components at a high rate, while in the same time allowing them to
consume these data at the rate they are able to.
Table 5 - ITML Technical Evaluation

Data Fusion Bus (ITML)
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Quality Variable

Metric

Benchmark/Baseline value

Result

Operational
performance

Messages per
second.

>10.

>10.

Availability

Uptime.

>90% of the time.

>98% of the time.
Downtime needed
only for maintenance.

Reliability

Fault Tolerance.

System should
automatically restart and
resume operation if stopped.

Components in
Docker containers
restart automatically.

Usability (Efficiency)

User can add
new user (device
or other software
component).

Successful creation of user.

Successful creation
of user through the
AVT. (in all three
instances)

User can ban a
user (device or
other software
component).

Successful ban of user.

Successful ban of
user through the
AVT.

Privacy

(in all three
instances)

DAC is a decentralized solution, based on Hyperledger Fabric (HLF) and Attribute-Based
Encryption (ABE), that provides data access control and enables auditability of events and
policies and data integrity verification. It is used in C4IIoT’s smart factory use-case. PDAC is
the partially decentralized version of DAC that is used in C4IIoT’s logistics use-case.
The evaluation process for the PDAC was carried out by deploying the PDAC components on
the cloud layer and the logistics field gateway. The performance of the PDAC with respect to
the baseline values defined below was tested by sending requests from the cloud layer server to
the various PDAC components, simulating an interaction with the PDAC at a high rate. The
average throughput and latency were measured, and the results are summarized in the table
below.
Table 6 - IBM Technical Evaluation

Partially Decentralized Access Control (IBM)
Quality Variable
Operational
Performance

Metric

Benchmark/Baseline
value

Result

Response time

Response times for
operations against the
PDAC to take, on average,
no more than:

PDAC components
were tested and found
to fulfil the baseline
values defined.

- Transaction using BCDB
client: 0.2 seconds.
- Query using BCDB
client: 0.2 seconds
- Encrypt using ABE
client: 0.05 seconds.
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Decrypt multiple items
(batch of 10) using ABE
client: 0.2 seconds.
Throughput

Number of requests
handled per second for
operations against the
PDAC to be, on average, at
least:

PDAC components
were tested and found
to fulfil the baseline
values defined.

- Transaction using BCDB
client: 25 requests per
second (RPS).
- Query using BCDB
client: 20 RPS.
-Encrypt using ABE client:
50 RPS
-Decrypt multiple items
(10 in batch) using ABE
client: 5 RPS, total of 50
items per second.

Table 7 - STS Technical Evaluation

Security Assurance Module (STS)
Quality Variable

Metric

Benchmark/Baseline value

Result

Scalability

Monitoring rules
evaluated
simultaneously

>10

>10
EVEREST can
evaluate tens of
monitoring rules in
real-time

Monitoring rules
evaluated
simultaneously

>10

>10
EVEREST can
evaluate tens of
monitoring rules in
real-time

Operational
performance
Availability

Uptime

Reliability

All SAM
components
responsive

Fault-recovery mechanism

SAM is orchestrated
by Kubernetes that
will redeploy failed
containers

Data Security

Authentication
& Authorization

The SAM and its GUI
should be protected

Access to SAM is
performed only via
authentication and
authorization
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Privacy

Compliance with
data retention

No PI should be stored

SAM does not
manipulate or store
PI data

Accuracy

Asset Model
coverage

>98% of the cyber system’s
assets

SAM’s asset model is
constantly updated
when new assets are
discovered by the
Dynamic Tester

Usability (Efficiency)

Ease of use

SAM should a web-based
GUI presenting the security
status overview and details
regarding the assets, the
performed assessments and
their results

SAM’s GUI provides
all the necessary
views for the
evaluation of the
security posture of
each platform

Usability (Satisfaction)
Cost

BINSEC is a platform developed by CEA for static analysis of binary codes using standard
methods. The main characteristic of BINSEC is that it operates at binary level, i.e., in executable
program (e.g., .exe files) after they have been completed from source which is typical for
programs written in languages such as C, C++, Rust, Go, Fortran, Ada or Pascal. In the C4IIoT
project, BINSEC was modified to add a directed fuzzing engine combined with existing
methods of the platform. This directed fuzzing is used in C4IIoT to perform a continuous
verification process relying on incremental and targeted patch different analysis. For evaluation,
we performed an experimental evaluation compared to state-of-the-art directed fuzzers, AFLGo
and Hawkeye, on a set of benchmarks (targeting in particular use-after-free errors).
BINSEC (CEA)
Quality Variable

Metric

Benchmark/Baseline value

Result

Scalability and

Fuzzing
performance

Total Mean Time to
exposure (lower is better

9h on the RAID
benchmark, while
other fuzzers need
more than 16h.

Bugs and
vulnerabilities
found in C4IIoT
components.

Number of issues found.

3: a division by zero,
a null pointer
dereference, a
memory leak, which
can lead to DoS
attacks.

Ability to find
known bugs.

Success runs compared with
standard fuzzers (e.g. AFL,
AFLGo, Hawkeye).

119/150 in our RAID
benchmark. Second
best is AFLGoB
which has 89/150.

Operational
performance
Data Security

Privacy
Accuracy
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Usability (Efficiency)

Decreased mean
time to find
bugs.

Time to exposure
comparison with standard
fuzzers (e.g. AFL, AFLGo,
Hawkeye).

9h in our RAID
benchmark. Second
best is AFL-Qemu,
which has a mean of
16.1h.

Usability (Satisfaction)

Found inputs
should be real
bugs leading to
program crash.

Number of reported issues
that must be triaged
compared with standard
fuzzers (e.g. AFL, AFLGo,
Hawkeye).

We must triage only
800 inputs. Second
best is HawkeyeB,
which must triage
6600 inputs.

Cost

CPU time
overhead

Total instrumentation time

Instrumentation time
was only 11.3 (vs
165.9 for AFLGo)

Table 8 - BINSEC Technical Evaluation

3.2.2

Uses Cases Evaluation

An evaluation of the actual status of the use cases is provided here. If anything changes, it will
be updated and provided again in D5.3 also, after the conclusion of the final evaluation phase
is concluded.
Table 9 - Use cases evaluation

CRFMON-1

CRFMON-2

CRFANA-1

CRFANA2

CRFMIT1

CRFMIT-2

CRFMIT-3

CRFACC1

ICT Team Leader

4

5

4

5

4

4

3

3

ICT Team member

-

5

-

4

-

-

-

3

Manufacturing
engineer

-

4

-

4

-

-

-

3

Logistics
member

-

4

-

3

-

-

-

3

-

5

-

3

-

-

-

3

Supplier
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Enhanced privacy of Identity for GDPR compliance support

The identity management is handled through a private PKI and the certificates delivered are for
the infrastructure element and for the Blockchain, ABE. The PKI plays the role of the root of
trust and hierarchically developed of SubCA that enroll the certificates to EE (End Entities) and
mainly infrastructure entities, one CM operator for each CA, and ABE/Blockchain. The X509
certificate field explained hereunder not contain any PII, and is defined in CPS according to the
C4IIoT consortium as CPO.
In detail as required by the GDPR, the CPO (Chief Privacy Officer) also acts as C4IIoT’s data
protection officer. The Privacy Office (C4IIoT) conducted a data analysis addressing the impact
of the GDPR on C4IIoT’s data processing activities and data protection compliance program to
meet the GDPR requirements regarding the privacy of Identity.
The Security architects conducted a GDPR Privacy Impact Assessment that, by the General
Data Protection Regulation (Art. 35 of the GDPR) and documented in the CP/CPS for internal
PKI that is the "identity” management system better to say entities management system " for
authenticated the entities and allow to data processing.
Figure 3-1 - X.509 Certificate structure

The X.509v3 certificate that also identifies Individual roles and responsibilities of users
involved with service provisioning are documented in relation to the information assets and
security measures and are limited to admin users related to "Certificate Manager officer" for
each SubCA of PKI, and the data is inset in the structure (hereunder) of X509v3 certificate
does not identify (itself) a person and the personal data if the content is defined accordingly,
personal data is a legal term that the GDPR defines as the following in the Article 4(1):
‘personal data’ means any information relating to an identified or identifiable natural person
(‘data subject’); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that natural person;
In other term personal data, also known as personal information or Personally Identifiable
Information (PII), is any information related to an identifiable person.
In C4IIoT the information are not related to a PII, and generally the X509v3 public key
infrastructure (PKI) and digital certificate-related information are private and the eventual
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information will be stored in the field of certificate (some of these fields might contain
“personal data” regulated by GDPR, all certificates contain both basic fields and several
certificate extensions (like SAN that we used for ABE). The extensions vary by the type of
certificate and the related CPS.
The field that could be related to PII are:
•
•
•
•
•

Serial Number uniquely identifies a certificate relative to the domain of a CA.
CA Issuer Name identifies the CA, in our case C4IIoT identify the consortium
Subject Name identifies the subject whose public information is contained in the
certificate.
Subject Public Key Info: public key that contain the basic fields and extensions
Subject Alternate Name (SAN): as used in C4IIoT, is a generic title, anonymous name,
or pseudonym/acronym not related to an individual, for individual generally the SAN
could be an email address

C4IIoT consortium with the CA and the CA operators (Certificates manager officers) have the
GDPR lawful element to process eventually the personal data that could be filled in a certificate
procedure and appear in a certificate, but also if this they are very limited (today 3 operators)
and not a collecting personal data.
The certificates of some C4IIoT entities contain the “extendedCertificateAttributes” field that
relates to the certificate subject. This field contains attributes to be encoded in the ABE secret
key issued for the holder of the certificate, to be used by the ABE mechanism. The attributes
can be seen as a set of privileges, and the owner of the infrastructure is free to choose which
attributes to assign to each component. Some of them can be, for example, the purpose for
which the component needs to process data, the type of data allowed to be processed by it, its
affiliation, special privileges it has with respect to accessing data, etc. While assigning attributes
in the certificates, the principal of not disclosing PII in a manner not allowed by GDPR should
be followed. In C4IIoT we follow this principal as we do not assign attributes that describe
natural people.
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Conclusions

This deliverable reports the demonstration execution, the framework deployment and the
evaluation both relating to the components involved in the demonstrator but also from the point
of view of the end-users.
The major effort has been dedicated to the deployment of the architecture within the real
environment, since many technical aspects have been dealt with, involving many different
assets and components both from the factory and from the project.
As already mentioned, the evaluation phase is still in progress and will continue until the end
of the project, so the results presented here can be updated later on. In fact, the final tests of the
final integrated C4IIoT architecture are still active on the final implemented solution for both
Smart Factory and Logistics4.0 scenarios, then both the technical evaluation, use-cases
evaluation and the final results of the impact analysis through the KPIs specified in D5.1 [1]
and their impact will be presented in D5.3.
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6 Annex
6.1

C4IIoT platform architecture

Schematic representation of the architecture available at M18 of the project was the following:
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In M30 of the project additional effort to refine the architecture and reach the final architecture has been
made. The following figure is the schematic representation of the final C4IIoT architecture.
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Refinements made from the latest available figure include:
• DAC is present on all layers apart from the Logistics edge
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o Factory edge – accessed by BACS@Edge
o Factory FG – accessed by BACS@Factory FG
o Logistics FG – accessed by Logistics Receiver program and BACS@Logistics
FG
o Cloud – accessed by AVT, BACS (both versions), DFB (ITML’s component)
DFB (Privacy aware, Trustworthy Data and Analytics) is present on both FGs and the
Cloud. The components that write and read data from it are:
o Factory Edge: BACS@Edge
o Factory FG: MEDICI, BACS@FG, Traffic Analysis
o Logistics FG: Logistics Receiver program, MEDICI and BACS@FG, Traffic
Analysis
o Cloud: AVT, BINSEC, SAM, BACS (both versions)
CARMAS, present in Cloud, is only access directly from AVT, but the data sent to it
by the AVT come from SAM.
DISCO exists on the Factory FG only and is directly accessed by the AVT (using
CARMAS’ suggestion) and the DFB (Cloud only).
SAM, present in Cloud, consumes data from DFB which come from the Traffic
analysis modules and sends them enriched to AVT.
MEDICI exists on both Field Gateways.
The Identity Management component, present in Cloud, is used by DAC and DFB and
therefore by all the modules which access those as well.
OPTIGA secure execution environment exists on the edge layer for both use cases,
whereas the SGX has only been setup for BACS@Cloud layer for demonstration.
Traffic analysis exists on both FGs.
Risk Assessment is an Excel file integrated by SAM.
The Cloud Gateway is accessed mainly by DFB and by BACS on the FGs.
BINSEC, present in Cloud, only interacts with the AVT through DFB

Presented figure does not contain relations of components with the Advanced Visualizations
Toolkit (AVT) component. This has been done to enchance clarity. Here we list components
that do interact with this component:
•
•
•
•
•

C4IIoT

DAC component is accessed by AVT
DFB component (Privacy aware, Trustworthy Data and Analytics) accesses AVT
SAM, present in Cloud, consumes data from DFB which come from the Traffic
analysis modules and sends them enriched to AVT.
CARMAS component, present in the Cloud, is only accessed directly from AVT, but
the data sent to it by the AVT come from Security Assurance Module (SAM).
BINSEC, present in Cloud, only interacts with the AVT through DFB
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