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Executive Summary

This document reports on the work executed in WP6/Task6.2 “Communication strategy
triggering awareness and new business opportunities” in terms of design and development of
the C4110T website. In brief, the document provides an overview of the project’s website, its
structure and main features.
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1 Introduction

Deliverable D6.1 of C4IIOT describes the initial set up of the project’s website which will
serve as a collaboration tool for knowledge, experience and best practice sharing, as well as
results consolidation and dissemination support.

The purpose of deliverable D6.1 is to set up the C4I1OT website which will act as the focal
point for web-based dissemination and communication activity by mainly providing
information about C4110T both for technical and non-technical audiences. The website is
foreseen to incrementally provide project information and achievements and stimulate
contacts with other users.

Chapter 2 presents an outline of the website infrastructure and technical components. More
specifically, the website structure is presented and features with respect to the underlying
platform are described.

The third chapter of this document outlines the content of the public pages of the site
including screenshots from each page.

Chapter 4 outlines the website’s statistics as they are derived via google analytics platform.

Finally, chapter 5 concludes the present document with a brief outline of future action and
updates regarding the C411OT website.

C4lloT -9- January 15, 2019



C4II0oT D6.1 SU-ICT-2018/Ne¢ 833828

2 \Website Infrastructure

2.1 Overview

C4110T website has been designed and developed by AEGIS. The developing activities
started in M1 (June 2019) and by the beginning of M2 (July 2019) it was already ready for
full operation.

The design of the site was based on the ease of access and navigation to it by the end user. In
addition, the presentation of the website’s content (including project’s objectives, consortium,
etc.) follows a user-friendly approach.

2.2 URL

The following URL has been acquired by the C411OT consortium and is intended to be used
by Internet users for accessing the project website which is publicly available from July 1st,
2019:

https://www.c4iiot.eu/

2.3 Technical Details

Table 1 below outlines Technical Details with reference to C411OT website:

Table 1: C411O0T Website Technical Details

‘ C4110T Website Technical Details

Domain https://www.c4iiot.eu/
Servers/hosting Linux based Apache 2.2.15
Content WordPress Version 5.5.2
Management System
(CMS)
PHP Version 5.6.25
MySQL Version 5.1.73

2.4 \Website Structure

The C4110T website has a simple structure as it is illustrated in Figure 1. The project’s
website consists of a public domain where the visitors are able to gather information with
respect to the project, download the project’s publicly available dissemination material (like

C4lloT -10 - January 15, 2019
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accepted deliverables, brochures and other informative documents or publications) and find
information about the C411OT Consortium.

Packages
Landing
Pages

Partners
Profiles

Figure 1: C4I1OT Website Structure Diagram

2.5 Graphic Design

With respect to its look and design, the C4I10T website takes full advantage of the project’s
logo schematic and colour pallet.
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Figure 2: C4110T Logo

The design scheme utilized is linked to the graphic identity of the project. Moreover, the
website is fully responsive and fully compliant to all relevant W3C guidelines.
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3 Website Content

The C4110T website is consisted of 4 main pages:

e Homepage: providing a concise description of the project at a glance;

e Blog Page: Providing posts with news and dissemination events alongside with
articles related to the project and written by the C411OT consortium members;

e Resources: where users can download C4110T-related publications, public
deliverables or project dissemination material and

e Contact: where visitors can communicate with the website administrators

The following subsections outline all the pages mentioned above including a screenshot for
each page

3.1 Homepage

The homepage consists of separate sections with basic project information. These sections are
namely Project statement, work plan, objectives and resources. There is also a carrousel slider
section with consortium members’ logos. The footer section of C4I1OT homepage lists details
about the received funding alongside with links to the project’s social media accounts A
snapshot of the C4110T website homepage is presented in figure 3 below.
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Home BlogPage Resources Contactus

Project Statement

Project Statement

C4110T will design, build and demonstrate a novel and unified Cybersecurity 4.0 framework that an innovative loT architecture paradigm to provide an

end-to-end holistic and disruptive security-enabling solution for minimizing the attack surfaces in Industrial IoT systems. C4110T bridges cyber assurance and

to provide a viable scheme for enabling security and

protection, machine (deep) learning (ML/DL), edge/cloud computing, blockchain and Big Data technologie:
). CANOT

stworthiness within evolving lloT applications and processes (e.

accountability, preserving privacy, enabling reliability and assuring t

novel cybersecurity mechanisms are carefully orchestrated across all infrastructure elements involved within an lloT system (e.g., lloT devices, field gateways,

g., lloT device data, encrypted network flows).

cloud resources) and is based upon analysis of various data flow

&
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Work Plan Objectives Architecture

Learn more about the Project Work Packages here Learn more about the Project Objectiveres here Take a look at the C4IIOT Architecture

The C4IIOT Consortium

ORTH conrro — Clnfineon

INSTITUTE OF COMPUTER SCIENCE FIAT
IFAG
FORTH cRF
@eo0000

This project has received funding from the European Union's Horizon 2020
Research and Innovation program under Grant Agreement No 833828,

The website reflects only the view of the author(s) and the Commission is not

responsible for any use that may be made of the information it contains.

Conditions of Use | Privacy Policy

Figure 3: C411OT Homepage Screenshot
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3.1.1 Homepage subpages

The C4110T homepage includes four subpages namely Objectives (figure 4), Work Plan
(figure 5), C4lIOT Architecture (figure 6) and Consortium (figure 7). The Objectives sub-
page outlines the project’s objectives while the Work Plan subpage includes core information
on the project’s Work Plan and links to its work packages as identified at the DoW.

Home BlogPage Resources Contactus
e

Objectives

This project has received funding from the European Union’s Horizon 2020
Research and Innovation program under Grant Agreement No 833828.
The website reflects only the view of the author(s) and the Commission is not

responsible for any use that may be made of the information it contains.

Conditions of Use | Privacy Policy

Figure 4: Objectives subpage screenshot
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Figure 5: Work plan subpage screenshot

Figure 6 depicts the C411OT Architecture subpage content which is a graphical presentation
of the architecture of the C4110T platform. The fourth subpage named Consortium includes a
figure placing the project’s members on the map followed by partners logos with link to each
partner’s corresponding profile landing page.
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This project has received funding from the European Union's Horizon 2020
Research and Innovation program under Grant Agreement No 8338

The website reflects only the view of the author(s) and the Commission is not

responsible for any use that may be made of the information it contains.

Conditions of Use | Privacy Polic

Figure 6: C4I1OT Architecture subpage screenshot
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O‘Qg Home BlogPage Resources Contactus
The C4II0T Consortium

»

@ CENTRO
RICERCHE
FIAT

INSTITUTE OF COMPUTER SCIENCE

—

THALES  HewlettPackard
Enterprise

AEGIS

IT RESEARCH

» 4,
QQ\A "e
Sphynx <1 I I >
I'TM- Technology ¢ Z
Solutions 2 o S
%, 1969 5
. 24
"Om cP&
*
£
UNIVERSITY N
GREENWICH

s.

Figure 7: Consortium subpage screenshot
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3.2 Blog Page

The Blog Page consists of three sections: news, events and articles. Each section will include
relative posts with contribution by all partners. Website administrators will be responsible for
uploading the relative content under the corresponding section. Figure 8 depicts a screenshot
of the Blog Page subpage at its current state:

Home BlogPage Resources Contactus
@

Blog Page

News

Events

Articles

This project has received funding from the European Union’s Horizon 2020
Research and Innovation program under Grant Agreement No 833828,
The website reflects only the view of the author(s) and the Commission is not

responsible for any use that may be made of the information it contains.

Conditions of Use | Privacy Policy

Figure 8: Blog Page Screenshot

3.3 Resources

The Resources Page of the C4I1OT website consists of three subpages namely: Deliverables,
Publications and Dissemination Material. Website visitors can view and/or download
corresponding content from each subpage.

3.3.1 Deliverables

The first subpage of the Resources page includes separate tabs with basic information and link
for every deliverable of every work package of the project. A screenshot of the Deliverables
subpage can be seen in figure 9 below:
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@1®® Home BlogPage Resources Contactus
Deliverables

The C4110T Deliverables will be uploaded to this webpage.

WP1 WP2 WP3 wpP4 WP5 WP6 WPT
Deliverables For Work Package 3
Deliverable No. Deliverable Title Type | Dissemination Level
D3.1 Behavioural analysis and cognitive security framework Demonstrator Public
D3.2 Mitigation engine Demonstrator Public
D3.3 Level-2 and Level-3 security mechanisms of C4110T Demonstrator Public
D3.4 Cyber assurance and protection in an industrial cloud infrastructure Demonstrator Public

ion’s Horizon 2020

Nission is not

that may be made of tion it contains.

Figure 9: Deliverables subpage screenshot
3.3.2 Publications
The publications subpage is divided in two tabs of different publication categories each

including a table of all publications related to the project. Figure 10 depicts the publications
subpage screenshot on its current status:
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@ @ @ Home BlogPage Resources Contactus
&

Publications

C es & Workshop Publicati Journal Publications

Show 10 " entries Search:

Authors S Title % Download Link / Type s 3
Edit

Showing 1to 1 of 1 entries 4 Previous Next »

This project has received funding from the European Union’s Horizon 2020
Research and Innovation program under Grant Agreement No 833828.

The website reflects only the view of the author(s) and the Commission is not

responsible for any use that may be made of the information it contains.

Conditions of Use | Privacy Policy

Figure 10: Publications subpage screenshot

3.3.3 Dissemination Material

The Dissemination Material subpage (figure 11) includes one section of three distinctive tabs.
Each tab will include basic information and downloadable links to dissemination material of
different type.

Home BlogPage Resources Contactus

Dissemination Material

@‘
Printable Material Printable Dissemination Material will be enlisted here

Graphics & Visualization

Videos & Photos

reflects only

ny use that

Figure 11: Dissemination Materials subpage screenshot
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3.4 Contact

The final main landing page of the C4110T is the contact page (figure 12) which includes a

contact form alongside with links to the main C4110T social media accounts on Facebook,
LinkedIn and Twitter.

r @ - Home BlogPage Resources Contactus
O;

Contact Us

Your Name (required)
Your Email (required)
Subject

Your Message

Follow Us

nay be made of the informatio

y Policy

Figure 12 Contact Page screenshot
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4 \Website Statistics

The C4IIOT consortium will utilize the Google Analytics platform as a means to monitor
activity of the project website and measure progress and impact. Google Analytics is an
effective tool in terms of tracking web site traffic and get significant quantity of useful data
with respect to dissemination impact in the sense of raise of public awareness.

The C4110T website has been registrant to Google Analytics Platform on July 15", 2019, as
shown in figure 11. Thus, safe conclusions on reach and visibility will be reached after the
end of M8 and will be reported to future deliverables.

+ Creato Account
Account Settings

: P
>
=

(] July 15,2019

Figure 13 C4110T Google Analytics account registration
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5 Conclusions and future plans

The C4110T website aims to act as a powerful tool for boosting information flow between all
entities involved. It will also be used to disseminate targeted information to relevant interested
parties. Considering the fact that the project website has been publicly accessible since the
early stage of the project, it is anticipated that several updates will be implemented as a result
of adaptation to constantly effective online dissemination activity and emerging project
results. To this end, revisions regarding the usability of the website with respect to the end-
user will be made in addition to updates with contribution of content by all consortium
members.
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